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Opinion

Notice and choice paradigm in the US: shifting the focus

ata privacy has traditionally been defined as the

right of individuals to control their personal

information. US privacy rules reflect the view of

the ‘empowerment’ of data subjects. The tenet
of individual choice and the informational notice that goes
along with it, are the cornerstones of the US privacy
regime.

In the Fair Information Practice Principles as articulated by
the Federal Trade Commission (FTC) in 1998, notice and
choice are listed as the very first principles. Two of the most
important privacy laws in the US are premised on the notice
and choice regime. Under the Gramm Leach Bliley Act
(GLBA), the Privacy Rule does little else other than impose
a notice and choice framework. Likewise, under the Health
Insurance Portability and Accountability Act (HIPAA), the
ability to make decisions about the use of one's health data
is a fundamental element. In reality, however, these laws
contain myriad exceptions to the ability of individuals to
make real choices. Entities subject to these laws can
actually use data in different ways without providing any
choice at all. The GLBA contains so many exceptions from
the requirement to offer choice that the only real choice
provided is whether data can be shared with a third party
for that entity's own marketing purposes.

For unregulated organizations not subject to the GLBA or
HIPAA, there are few rules requiring them to offer any
choice to consumers. As a practical matter, most
companies have developed privacy notices that purport to
enumerate the companies' data uses, and provide choices
regarding those uses. The enforcement mechanism with
respect to these notices is Section 5 of the FTC Act, which
prohibits ‘unfair and deceptive’ trade practices. Companies
go to great lengths to ensure that their privacy notices are
accurate so they will less likely be subject to enforcement
actions. This means that privacy notices are not just fully
accurate, but also wholly incomprehensible to the average
reader who has not attended an vy League law school.
Furthermore, because there are no legal requirements to
request consent, the notices are often drafted so broadly as
to offer essentially no choice. Even if an organization does
offer consumers the ability to make decisions about the use
of their data, there is little enforcement and, therefore, no
way to ensure that choices are honored. All of this creates
the illusion of choice. We have transformed the laudable
goal of ‘transparency’ into a tell-all notice that offers little
information that a consumer really wants and few
meaningful choices.

All this may leave us thinking that we should welcome the
demise of the once-cherished notice and choice paradigm.
| would argue otherwise. While the ‘consent” model is not a
panacea, | would suggest that there continues to be a role
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for consent in today's interconnected world. However, the
focus needs to shift back to true transparency and
informed decision-making rather than pro-forma notices
and meaningless choice. There are some circumstances in
which it is absolutely necessary to provide clear notice and
to obtain informed consent. For example, | should be able
to choose whether information | provide to my bank to
obtain a loan could later be provided to a potential
employer in the hiring process. This is a use of the data that
| would not anticipate and real harm could ensue as a
result. There is no question that there are circumstances in
which consent is useful and necessary. However, these
instances are limited to those about which consumers really
care. Innocuous uses of data should not trigger a consent
opportunity. While it is critical to protect and empower
consumers, we should do so in a way that is relevant to
them and addresses their real concerns.

Much of the criticism around the 'notice and consent'
paradigm has focused on its lack of value to the individual.
We need to perhaps shift the focus to the organization
rather than the individual. There is significant value for
companies which craft privacy notices to reflect their
information practices. Developing an accurate notice
requires careful scrutiny of an entity's data processes. |
have drafted hundreds of these notices and there is not a
company with whom | have worked that has not benefited
from the self-examination. The privacy practices that are
revealed inevitably lead to a more privacy-sensitive and
secure corporate culture. Ultimately, this benefits the
individuals who entrust their data to that entity.

In short, we need to reconsider the true value of the
notice and choice paradigm, and reshape it to serve the
goal of ‘transparency’ that it was once intended to
promote.

Lisa Sotto Partner
Hunton & Wiliams LLP
Isotto@hunton.com

data protection law & policy december 2010



	Untitled


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


	Text1: 


