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Law and the regulatory authority

1 Legislative framework

Summarise the legislative framework for the protection

of personally identifiable information (PII). Does your
jurisdiction have a dedicated data protection law? Is the data
protection law in your jurisdiction based on any international
instruments on privacy or data protection?

The primary legal instrument is the Data Protection Act 1998 (DPA),
which implements Data Protection Directive 95/46/EC on the protec-
tion of individuals with regard to the processing of PII and the free
movement of data. It is supported by secondary legislation made by
statutory instrument, for example, setting fee levels for access rights.
The United Kingdom has incorporated the Convention rights under the
European Convention on Human Rights into law in the Human Rights
Act 1998 and some privacy rights have been developed by the courts as
a result of the application of that Act. The UK is a signatory to Treaty
108 of the Council of Europe. The UK has no national constitutional pri-
vacy provisions but is bound by the EU Charter of Fundamental Rights.

At the time of writing, the future of the UK’s data protection law is
uncertain. In a referendum held on 23 June 2016, the UK voted to leave
the EU. On 29 March 2017, the UK’s government formally notified the
EU of the UK’s referendum decision, triggering article 50 of the EU’s
Lisbon Treaty. This signalled the beginning of the two-year process of
leaving the EU. Although the process of ‘Brexit’ is under way, it remains
unclear what future trading arrangements will be agreed between the
UK and the EU. If the UK seeks to remain part of the EEA, it will need
to adopt EU laws, including the EU General Data Protection Regulation
(GDPR). If the UK is outside the EU or EEA, it is likely to seek adequacy
status to enable data flows between the UK and the EEA. This will
require data protection laws that are essentially equivalent to EU data
protection laws (ie, GDPR) but may be complicated by the entry into
force of the UK’s Investigatory Powers Act 2016, which permits the type
of bulk surveillance practices that the Court of Justice of the European
Union believes fail to respect data protection principles. Further, non-
EU controllers or processors who process the personal data of EU
data subjects in the context of offering goods or services to them, or
monitoring their behaviour, will be subject to the GDPR in any event.
Accordingly, for now, UK organisations are likely to continue their
preparations for the implementation of the GDPR on 25 May 2018, but
the position should be kept under review.

2 Data protection authority

Which authority is responsible for overseeing the data
protection law? Describe the investigative powers of the
authority.

The DPA is supervised by the Information Commissioner’s Office
(ICO) appointed under the DPA. The ICO may:
seek entry to premises subject to a warrant issued by a court;
require the provision of information by service of informa-
tion notices;
by notice, require government departments to undergo mandatory
audit (referred to as ‘assessment’); and
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conduct audits of private sector organisations with the consent of
the organisation.

All of the orders made by the ICO may be appealed. The ICO also has
specific powers under secondary legislation dealing with electronic
marketing to make orders in relation to notice of breaches of security
by providers of electronic communication services.

3 Breaches of data protection

Can breaches of data protection law lead to administrative
sanctions or orders, or criminal penalties? How would such
breaches be handled?

The ICO has a number of enforcement powers. Where a data owner
(those who control PII, known as ‘data controllers’ under the DPA)
breaches data protection law, the ICO may:

- issue undertakings committing an organisation to a particular
course of action to improve its compliance with data protec-
tion requirements;

- serve enforcement notices and ‘stop now’ orders where there has
been a breach, requiring organisations to take (or refrain from tak-
ing) specified steps, to ensure they comply with the law; and

- issue fines of up to £500,000 for serious breaches of the DPA.

A number of breaches may lead to criminal penalties. The following
may constitute criminal offences:
failure by a data owner, where required, to register and maintain an
accurate entry in the register;
- failure to comply with a mandatory enforcement or information
notice under the DPA within the specified time; and
obstructing execution of a warrant of entry, failing to cooperate or
providing false information.

Further, a person who procures the disclosure of PII or discloses PII
without the consent of the data owner or sells or offers for sale PII
obtained without such permission commits a criminal offence.

Criminal offences can be prosecuted by the ICO or by or with the
consent of the Director of Public Prosecutions.

Under the GDPR, the ICO will be able to issue increased monetary
penalties of up to the higher of €20 million or 4 per cent of the previous
year’s total worldwide turnover.

Scope

4 Exemptsectors and institutions

Does the data protection law cover all sectors and types of
organisation or are some areas of activity outside its scope?

Exemptions from the full rigour of the law apply in some circumstances
and for some instances of processing. A wide exemption applies to pro-
cessing by individuals for personal and domestic use but no sectors
or institutions are outside the scope of the law. Recent European case
law has clarified that this exemption applies only to ‘purely domes-
tic’ activities.

The DPA applies to public and private sector bodies.
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5 Communications, marketing and surveillance laws

Does the data protection law cover interception of
communications, electronic marketing or monitoring and
surveillance of individuals? If not, list other relevant laws in
this regard.

Electronic marketing is specifically regulated by the Privacy and
Electronic Communications (EC Directive) Regulations 2003 (PECR)
(as amended), although the DPA often applies to the same activities, to
the extent that they involve the processing of PII. Interception and state
surveillance are covered by the Regulation of Investigatory Powers Act
2000. The interception of business communications is regulated by
the Telecommunications (Lawful Business Practice) (Interception of
Communications) Regulations 2000 made under the Regulation of
Investigatory Powers Act 2000.

6 Otherlaws

Identify any further laws or regulations that provide specific
data protection rules for related areas.

The law includes many provisions dealing with information; for exam-
ple, the regulation of credit files is covered in the Consumer Credit Act
1974. Laws on e-commerce include provisions linked to the regulation
of PII. Laws on defamation, copyright and computer misuse also affect
data protection. However, there is no specific data protection sectoral
legislation. The UK has a range of ‘soft law’ instruments, such as codes
of practice for medical confidentiality or the management of informa-
tion held for policing, that apply in specific sectoral areas.

A code of practice made under the DPA applies to the sharing of PII
between data owners.

7  PIIformats
What forms of PII are covered by the law?

The DPA covers PII held in electronic form plus such information held
in structured files, called ‘relevant filing systems’. In order to fall within
this definition the file must be structured by reference to individuals or
criteria relating to them, so that specific information about a particular
individual is readily accessible.

Ultimately, whether a manual file is part of a relevant filing system
is a matter of fact as well as law, and must be considered on a case-by-
case basis.

8 Extraterritoriality

Is the reach of the law limited to PII owners and processors of
PII established or operating in the jurisdiction?

Organisations that are data owners fall within the scope of the law if
they are established in the UK and process PII in the context of that
establishment, or if they are not established in the European Economic
Area (EEA) but make use of equipment in the UK to process PII (other
than for purposes of mere transit of PII through the UK). ‘Equipment’
is interpreted broadly to include any equipment used to process PII, or
engaging a data processor. A ‘data processor’ is an organisation that
carries out outsourced processing of PII on behalf of a data owner.

A data owner is ‘established’ in the UK if it is resident in the UK, is
incorporated or formed under the laws of England and Wales, Scotland
or Northern Ireland, or maintains an office, branch, agency or other
regular practice in the UK.

Data owners established outside the UK but using a means of pro-
cessing in the UK are obliged to nominate a representative in the UK.

9 Covered uses of PII

Is all processing or use of PII covered? Is a distinction made
between those who control or own PII and those who provide
PII processing services to owners?

The DPA is applicable to data owners only (ie, those that decide the
means and purposes of the data processing). Data processors (who
merely process PII on behalf of data owners) have no direct legal obli-
gations under the DPA.

This will change under the GDPR, which introduces direct liability
for data processors and contains prescriptive provisions setting out the
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minimum obligations processors must agree to in written data process-
ing agreements or contracts with data owners.

Legitimate processing of PII

10 Legitimate processing-grounds

Does the law require that the holding of PII be legitimised
on specific grounds, for example to meet the owner’s legal
obligations or if the individual has provided consent?

The DPA sets out different grounds for legitimate processing depend-
ing on whether the PII are non-sensitive or sensitive.
The grounds for processing non-sensitive PII are:
consent of the individual;
performance of a contract to which the individual is party;
compliance with a legal obligation, other than a contractual obliga-
tion (a legal obligation arising under the laws of a non-EU jurisdic-
tion is not sufficient for the purposes of this ground);
protection of the vital interests of the individual (ie, a life or death
situation);
the processing is necessary for carrying out public functions; or
the processing is necessary for the legitimate interests of the data
owner (or third parties to whom the PII is disclosed), unless over-
ridden by the individual’s fundamental rights, freedoms and legiti-
mate interests.

11 Legitimate processing - types of PII

Does the law impose more stringent rules for specific types
of PII?

Distinct grounds for legitimate processing apply to the processing of
sensitive PII. ‘Sensitive’ P11 is defined as PII relating to:
racial or ethnic origin;
political opinions;
- religious or similar beliefs;
trade union membership;
physical or mental health;
- sexlife;
commission or alleged commission of any offence; or
any proceedings for committed or alleged offences, the disposal of
such proceedings of sentence of any court.

The grounds for processing sensitive PII include:
-+ explicit consent of the individual;
performance of employment law obligations;
the exercise of public functions;
+  processing in connection with legal proceedings, legal advice or in
order to exercise legal rights; or
processing for medical purposes.

The DPA does not impose any sector-specific rules.

Data handling responsibilities of owners of PIT

12 Notification

Does the law require owners of PII to notify individuals
whose PII they hold? What must the notice contain and when
must it be provided?

Data owners are obliged to notify individuals of:
the data owner’s identity;
its nominated representative in the UK (if applicable);
the purposes for which the PII will be processed; and
any further information required to make the processing fair.

Examples of such further information are unexpected uses of the PII,
third-party disclosures and transfers to third countries not offering
adequate protection.

Where the PII is collected directly from the individual, notice
is required ‘so far as practicable’ and must be provided at the time
of collection. Where the PII is obtained from another source, notice
must be provided at the time of (or as soon as practicable thereafter)
the data owner first processing the PII, or disclosure to a third party
being envisaged.

Getting the Deal Through - Data Protection & Privacy 2018
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13 Exemption from notification

When is notice not required?

Where PII is obtained from a third party and is required for a statu-
tory purpose, or the provision of notice would involve disproportionate
effort, notice is not required as long as the individual has not previously
signified in writing that he or she requires a notice. A PII owner that
relies upon this provision relating to disproportionate effort must keep
arecord of the fact.

14 Control of use

Must owners of PII offer individuals any degree of choice
or control over the use of their information? In which
circumstances?

Individuals have rights of access, amendment and objection. A data
owner must provide the individual with a copy of the PIIit holds on him
or her upon request. Individuals may request amendment of inaccurate
data, and may object to processing where it is likely to cause substantial
unwarranted damage or distress. Further, individuals may object at any
time to the processing of their PII for the purposes of direct marketing.

The GDPR introduces a ‘right to data portability’, which allows
individuals to request their personal data in a structured, commonly
used and machine-readable format and transmit it to another PII
owner. In addition, existing rights are expanded to give individuals fur-
ther control over the use of their information.

15 Dataaccuracy
Does the law impose standards in relation to the quality,
currency and accuracy of PII?

The data owner must ensure that PII is relevant, accurate and, where
necessary, kept up to date in relation to the purpose for which it is held.

16 Amount and duration of data holding

Does the law restrict the amount of PII that may be held or the
length of time it may be held?

The data owner must ensure that PII is adequate, relevant and not
excessive in relation to the purpose for which it is held. This means
that the data owner should not collect or process unnecessary or irrel-
evant PII. The DPA does not impose any specified retention periods.
PII may only be held as long as is necessary for the purposes for which
it is processed.

17 Finality principle

Are the purposes for which PII can be used by owners
restricted? Has the ‘finality principle’ been adopted?

PII may only be used for specified and lawful purposes, and may not
be processed in any manner incompatible with those purposes. The
purposes may be specified in the notice given to the individual or the
registration lodged with the ICO.

In addition, recent case law has confirmed the existence of a tort of
‘misuse of private information’. Under this doctrine, the use of private
information about an individual for purposes to which the individual
has not consented may give rise to a separate action in tort against the
data owner, independent of any action taken under the DPA.

18 Use for new purposes

If the finality principle has been adopted, how far does the
law allow for PII to be used for new purposes? Are there
exceptions or exclusions from the finality principle?

PII may not be processed for new purposes unless the further purposes
are lawful (ie, based on a lawful ground; see question 10). It may be
processed for a new purpose as long as that purpose is not incompatible
with the original purpose, but notice of the new purpose must be pro-
vided to the individual. Where a new purpose would be incompatible
with the original purpose, it must be legitimised by the consent of the
individual unless an exemption (non-disclosure exemption) applies.
For example, PII may be further processed for certain specified public
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interest purposes, including the prevention of crime or prosecution of
offenders and processing for research, historical or statistical purposes.

Security

19 Security obligations

What security obligations are imposed on PII owners and
service providers that process PII on their behalf?

The DPA does not specify the types of security measures that data own-
ers must take in relation to PIIL. Instead, the DPA states that data owners
must have in place ‘appropriate technical and organisational measures’
to protect against ‘unauthorised or unlawful processing of [PII] and
against accidental loss or destruction of, or damage to, [PII] .

Under the relevant provisions, in assessing what is ‘appropriate’ in
each case, data owners should consider the nature of the PII in question
and the harm that might result from its improper use, or from its acci-
dental loss or destruction. The data owner must take reasonable steps
to ensure the reliability of its employees.

Where a data owner uses an outsourced provider of services to
process PII it must chose a processor providing sufficient guarantees
of security, take reasonable steps to ensure that these are delivered,
require the processor to enter into a contract in writing or evidenced in
writing under which the processor will act only on the instructions of
the owner and apply equivalent security safeguards to those imposed
on the data owner.

20 Notification of data breach

Does the law include (general and/or sector-specific)
obligations to notify the supervisory authority and individuals
of data breaches? If breach notification is not required by law,
is it recommended by the supervisory authority?

Thereis no obligation in the DPA on data owners toreport data breaches
either to the ICO or to the affected individuals; however, government
departments have been instructed to report breaches and the ICO has
issued ‘best practice’ guidance, advising other data owners to deter-
mine whether a breach is sufficiently serious to warrant reporting based
on a range of factors, including the number of individuals affected, the
nature of the data and whether the breach was malicious in nature. The
ICO does not expect every breach to be reported, and small breaches
should be dealt with by the relevant data owner. Providers of electronic
communication services are obliged to report some types of breach.

In most circumstances, a data processor that suffers a data breach
would be expected (under the terms of a well-drafted data processing
agreement) to notify the data owner of that breach. The data owner
then would decide, in accordance with the principles set out above,
whether to report that breach.

The GDPR will introduce data breach notification requirements
under which, in certain instances, data owners will need to inform the
ICO. Where the breach carries high risk to individuals, data owners will
also be required to inform each affected person.

Internal controls

21 Data protection officer

Is the appointment of a data protection officer mandatory?
What are the data protection officer’s legal responsibilities?

There is no legal requirement to appoint a person to the role of ‘data
protection officer’, but many organisations do appoint such officers.
The role will generally cover, at a minimum, the maintenance of the
organisation’s registration and the handling of enquiries and requests
from individuals.

The GDPR will require the appointment of data protection officers
if the following criteria are met:

processing is carried out by a public authority or body (except

courts acting in their judicial capacity);

the core activities of the PII owner or data processor consist of pro-

cessing operations that, on account of their nature, scope and/or

purposes, require regular and systematic monitoring of data sub-

jects on a large scale; or
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- the core activities of the PII owner or data processor consist of pro-
cessing on a large scale of special categories of data or data relating
to criminal convictions or offences.

22 Record keeping

Are owners of PII required to maintain any internal records or
establish internal processes or documentation?

Where a data owner takes advantage of an exemption from the obliga-
tion to register its data processing with the ICO, it may be obliged to
provide an enquirer with a written statement describing the processing
being carried out. A record must be kept of any decision to rely on the
provision in relation to disproportionate effort as described in question
13. There are no other specific obligations to retain internal records or
maintain internal processes; however, the DPA requires that PII shall
be ‘adequate, relevant and not excessive’, and ‘shall be accurate and,
where necessary, kept up to date’. Data owners may need to maintain
internal records and establish internal processes or documentation to
satisfy these requirements in practice. In addition, where a data owner
makes a decision that may later be queried by an individual or the ICO,
it is advisable for the data owner to keep clear records of that decision
and the reasons for it. For example, where a data owner makes its own
adequacy determination for the purposes of data transfers (see ques-
tion 31) it should keep a record of that determination and the informa-
tion that gave rise to it.

PII owners will be required to maintain records of their PII pro-
cessing activities under the GDPR, as data protection law moves from
registration-based regulation to a model based on accountability and
self-governance.

Registration and notification

23 Registration

Are PII owners and/or processors of PII required to register
with the supervisory authority? Are there any exemptions?

Data owners are required to register with the ICO, but several excep-
tions exist. There is no obligation to register if any of the follow-
ing applies:
- no processing is carried out on a computer (or other auto-
mated equipment);
the processing is performed solely for the maintenance of a pub-
lic register;
the data owner is a not-for-profit organisation, and the processing
is only for the purposes of establishing or maintaining membership
or support of that organisation; or
the data owner only processes PII for one or more of these purposes:
staff administration;
advertising, marketing and public relations; or
accounts and records.

An entity that is a data processor only (and not a data owner) is not
required to register.
Registrations no longer will be required under the GDPR.

24 Formalities

What are the formalities for registration?

There is a two-tier registration fee structure. The higher-tier fee, cur-
rently set at £500, applies to data owners that either:
have a turnover of £25.9 million and at least 250 members of
staff; or
are a public authority with at least 250 members of staff.

All other data owners (including all registered charities and small occu-
pational pension schemes) fall into in the lower-tier category, paying
£35, unless they are exempt. The registration period is one year, and
the registration expires at the end of that period unless it is renewed.
The data owner must include in the registration application its
name, address and a description of the relevant processing, the pur-
poses of that processing, details of third-party recipients of the relevant
PII and information about transfers outside the UK, as well as a general
description of the security measures it has in place. Once registered, a
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data owner is responsible for ensuring that the registration details are
kept up to date.

25 Penalties

What are the penalties for a PII owner or processor of PII for
failure to make or maintain an entry on the register?

PII must not be processed unless the data owner is currently registered
with the ICO and, once registered, keeps its registration details up
to date.

If the data owner is not registered or fails to maintain an accurate
entry in the register, the data owner is guilty of a criminal offence that
could lead to an unlimited fine. As previously noted, an entity that is a
data processor only (and not a data owner) is not required to register.

26 Refusal of registration

On what grounds may the supervisory authority refuse to
allow an entry on the register?

The ICO has no power to refuse an application for registration pro-
vided that it is made in the prescribed form and includes the applicable
fee. An entry that contains inaccurate content or statements may be
rejected by the ICO as an invalid application, but there is no power to
refuse a valid application.

27 Public access

Is the register publicly available? How can it be accessed?

The register is publicly available, free of charge, from the ICO’s website
(https://ico.org.uk /esdwebpages/search).

A copy of the register on DVD may also be requested by sending an
email to accessICOinformation@ico.org.uk.

28 Effect of registration

Does an entry on the register have any specific legal effect?

An entry on the register does not cause the data owner to be subject
to obligations or liabilities to which it would not otherwise be subject.
The data owner’s entry on the register must specify the purposes for
which the PII will be processed. If those purposes change, the data
owner must update the information on the register (there is no fee for
updating the register).

There is no obligation to give notice to individuals in connection
with the registration of the data owner.

The contents of the entry have the effect of specifying the purposes
of the processing, but notice must also be provided to individuals of
the processing.

Transfer and disclosure of P11

29 Transfer of PII

How does the law regulate the transfer of PII to entities that
provide outsourced processing services?

Entities that provide outsourced processing services are ‘data proces-
sors’ under the DPA. Data processors do not have direct legal obliga-
tions under the DPA in respect of the PII that they process as outsourced
service providers. The obligation to ensure that the processor processes
PII in accordance with the DPA rests with the data owner. The data
owner must ensure that each processor it selects offers sufficient guar-
antees that the relevant PII will be held with appropriate security, and
takes steps to ensure that these guarantees are fulfilled. The data owner
must also enter into a contract in writing with the processor under
which the processor must be bound to act only on the instructions of
the data owner and to apply security controls and standards that meet
those required by the DPA.

As mentioned above, the GDPR introduces direct liability for data
processors and contains more prescriptive provisions in respect of
what must be included in the written data processing agreements or
contracts with PII owners that must be entered into.
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30 Restrictions on disclosure

Describe any specific restrictions on the disclosure of PII to
other recipients.

It is a criminal offence to knowingly or recklessly obtain or disclose PII
without the consent of the data owner or procure the disclosure of PII
to another party without the consent of the data owner. This prohibi-
tion is subject to a number of exceptions, such as where the action was
taken for the purposes of preventing or detecting crime. The staff of the
ICO are prohibited from the disclosure of PII obtained in the course of
their functions other than in accord with those functions.

There are no other specific restrictions on disclosure of PII, other
than compliance with the general principles described earlier, and the
cross-border restrictions as set out in question 31.

31 Cross-border transfer

Is the transfer of PII outside the jurisdiction restricted?

The transfer of PII outside the EEA is prohibited unless that country
or territory ensures an adequate level of protection for the rights and
freedoms of the individuals in relation to the processing of their PII.
Data owners in the UK are entitled to make their own determina-
tion of adequacy in relation to a jurisdiction to which PII will be trans-
ferred. In assessing the adequacy of such a jurisdiction, the data owner
should take into account a variety of factors, including the nature of the
PII, the law in force in the country of destination, and security meas-
ures taken in relation to the data and the purposes of the processing.
Transfers are permitted where:
the European Commission (Commission) has made a finding in
relation to the adequacy of the country or territory;
- the Commission has made a finding in relation to the relevant
transfers; or
one or more of the derogations applies.

The derogations include:
where the data owner has the individual’s consent to the transfer;
- the transfer is necessary for a contract with the data subject;
the transfer is necessary for legal proceedings;
the transfer is necessary to protect the vital interest of the individ-
ual; and
the terms of the transfer have been approved by the ICO.

Commission findings have been made in respect of the use of approved
standard form model clauses for the export of PII and the adoption of
a self-regulatory scheme in the US called EU-US Privacy Shield, which
replaced the Safe Harbor mechanism that was invalidated by the Court
of Justice of the European Union in October 2015. In addition, entities
within a single corporate group can enter into data transfer agreements
known as Binding Corporate Rules, which must be approved by the
supervisory authorities in the relevant EU member states.

32 Notification of cross-border transfer

Does cross-border transfer of PII require notification to or
authorisation from a supervisory authority?

Transfer requires no specific notification to the ICO and no authorisa-
tion from the ICO. A description of overseas transfers must be included
on the register (see question 24).

33 Further transfer

If transfers outside the jurisdiction are subject to restriction
or authorisation, do these apply equally to transfers to service
providers and onwards transfers?

The restrictions on transfer apply equally to transfers to data proces-
sors and data owners.

Onward transfers are taken into account in assessing whether
adequate protection is provided in the receiving country. Onward
transfers are covered in the Commission-approved model clauses,
and in the Privacy Shield (which replaces the now invalid Safe Harbor
framework).

Onward transfers are not controlled specifically where a transfer is
made to a country that has been the subject of an adequacy finding by
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the Commission. It would be anticipated that the law of the recipient
country would deal with the legitimacy of the onward transfer.

Rights of individuals

34 Access

Do individuals have the right to access their personal
information held by PII owners? Describe how this right can
be exercised as well as any limitations to this right.

Individuals have the right to request access to PII that relates to them. A
request must be in writing and a small fee is payable. Within 40 days of
receipt of a valid request the data owner must supply a statement that it
processes or does not process PII relating to that subject and, if it does
s0, a description of the PII, the purposes of the processing and recipi-
ents of the PII, together with a copy of the PII in an intelligible form
and any information available to the owner as to the sources of the PII.

A data owner must be satisfied as to the identity of the individual
making the request. A data owner does not have to provide third-party
data where that would breach the privacy of the third party and may
reject repeated identical requests.

In some cases the data owner may withhold PII to protect the indi-
vidual, for example, where health data is involved, or to protect other
important specified public interests such as the prevention of crime. All
such exceptions are specifically delineated in the law.

35 Otherrights

Do individuals have other substantive rights?

Individuals have the following further rights:

- toobjecttotheprocessingof PIIforthe purposesofdirect marketing;
to object to the processing of PII that would cause substantial
unwarranted damage or distress;
to restrict the taking of automated decisions in a limited number of
cases; and
to seek rectification or erasure or blocking of PII where the data
is inaccurate.

The GDPR expands many of these rights, as well as introducing the
right to data portability.

36 Compensation

Are individuals entitled to monetary damages or
compensation if they are affected by breaches of the law? Is
actual damage required or is injury to feelings sufficient?

Individuals are entitled to receive compensation if the individual suf-
fers damage as a result of the contravention of the DPA by a data owner.
Where an individual is entitled to compensation for damage they may
also seek compensation for any associated distress. In the absence of
pecuniary damage, the DPA indicates that mere distress or injury to
feelings is not a basis for compensation. However, recent case law has
clarified that damages for distress or injury to feelings may be granted
in some cases. Where the contravention relates to the purposes of jour-
nalism or the production of literary or artistic works, compensation
may be awarded for distress alone.

37 Enforcement

Are these rights exercisable through the judicial system or
enforced by the supervisory authority or both?

Individuals may take action in the courts to enforce any of the rights
described in questions 34-36.

The ICO has no power to order the payment of compensation to
individuals. Therefore, an individual who seeks compensation must
take an action to the courts. All the other rights of individuals can be
enforced by the ICO using the powers described in question 2.
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Update and trends
GDPR Other changes to the regime include a ‘One Stop Shop’ regulatory

The EU’s General Data Protection Regulation (GDPR) will come

into force across all EU member states on 25 May 2018, replacing the

Data Protection Act 1998 in the UK. The ICO and the EU’s Article 29

Working Party have also issued guidance on certain aspects of the

GDPR that require interpretation. Significant increases in potential

fines from a maximum of £500,000 in the UK to €20 million or

4 per cent of the previous financial year’s total worldwide turnover

(whichever is higher) have also incentivised many organisations to

invest time and resources in ensuring they will be compliant when the

GDPR begins to apply.

The GDPR changes the EU data protection landscape in a number
of ways, including:

- accountability: the GDPR abolishes the data protection registration
regime. In its place is a regime based around the principle of
accountability, under which PII owners are expected to be able
to demonstrate their compliance with the GDPR through their
internal controls and procedures. The GDPR also introduces
certain prescriptive requirements. For example, depending
on the organisation and the nature of processing undertaken,

PII owners, and in some cases data processors, will need to
appoint data protection officers and undertake data protection
impact assessments;

data subject rights: data subject rights that already exist under UK
laws will be enhanced under the GDPR, which also introduces the
right to data portability; and

scope: the GDPR is the first data protection law in the EU to make
data processors directly liable for their data protection practices.
The geographical scope of the GDPR is also broader, replacing the
‘equipment test’ with provisions that make PII owners and data
processors without an establishment in the EU subject to the law if
they offer goods or services to individuals in the EU or monitor the
behaviour of EU-based individuals.

mechanism, the introduction of codes of conduct and certification
schemes to prove GDPR compliance, and provisions on obtaining chil-
dren’s consent.

Brexit

On 29 March 2017, the UK government officially invoked Article 50 of
the Treaty of Lisbon, triggering the two-year process during which the
United Kingdom will leave the European Union. The move follows a
UK referendum on EU membership held on 23 June 2016 where a nar-
row majority (approximately 52 per cent) voted in favour of leaving

the bloc. The nature of the UK’s relationship with the EU once it is no
longer a member currently is the source of significant political friction.
This has generated uncertainty over the future of a number of UK laws
that have emanated from Brussels, including the GDPR.

On 25 May 2018, the UK will still be an EU member state and will
therefore adopt the GDPR, something which has been confirmed by
the UK government. However, as a Regulation, the GDPR will automat-
ically fall out of the UK’s statute book immediately upon the country’s
departure from the EU. Currently, the UK government is proposing a
‘Great Repeal Bill’ that will transpose all such laws into UK legislation
to ensure stability immediately post-Brexit. However, the Bill has yet to
be agreed in Parliament.

The UK and EU will continue to rely on each other as major trade
partners after Brexit, and the free movement of personal data will
remain important in an increasingly information-rich age. This will
depend on the EU deeming that the UK has adequate safeguards in
place to ensure the protection of personal data. There is no guarantee
that the UK will secure such a finding. Even if it retains the text of the
GDPR, the recently adopted Investigatory Powers Act 2016, which has
been given the nickname ‘the Snoopers’ Charter’ by the British media,
permits bulk surveillance practices by UK authorities in certain circum-
stances. Such practices by US intelligence agencies contributed to the
EU'’s invalidation of the Safe Harbor transfer mechanism in 2015.

Exemptions, derogations and restrictions

38 Further exemptions and restrictions

Does the law include any derogations, exclusions or
limitations other than those already described? Describe the
relevant provisions.

The DPA provides three types of exemptions: exemptions from the
obligations that limit the disclosure of PII; exemptions from the obliga-
tions to provide notice of uses of PII; and exemptions from the rights
of access.

The grounds for exemption include exemptions to protect freedom
of expression, to protect national security and policing, to support legal
privilege, to protect the actions of regulatory authorities, and to protect
the collection of taxes and the position of the armed forces.

Exemptions also apply to protect individuals who may be vulner-
able, such as those who are suffering from mental illness.

Further exemptions apply where the PII is made publicly available
under other provisions.

Asnoted in question 23, some forms of processing of PII are exempt
from the obligation to register the processing on the public register.

Specific exemptions apply to allow the retention and use of PII for
the purposes of research.

All exemptions are limited in scope and most apply only on a case-
by-case basis.

Supervision

39 Judicial review

Can PII owners appeal against orders of the supervisory
authority to the courts?

Data owners may appeal orders of the ICO to the General Regulatory
Chamber (First-tier Tribunal). Appeals must be made within 28 days
of the ICO notice and must state the full reasons and grounds for the
appeal (ie, that the order is not in accordance with the law or the ICO
should have exercised its discretion differently).
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Appeals against decisions of the General Regulatory Chamber
(First-tier Tribunal) can be made (on points of law only) to the
Administrative Appeals Chamber of the Upper Tribunal, appeals from
which may be made to the Court of Appeal.

Specific data processing

40 Internetuse

Describe any rules on the use of ‘cookies’ or equivalent
technology.

It is unlawful to store information (such as a cookie) on a user’s device,
or gain access to such information, unless the user is provided with
clear and comprehensive information about the storage of, and access
to, that information, and has provided consent. Such consent is not,
however, required where the information is:
only used for transmission of communications over electronic
communications networks; or
strictly necessary for the provision of a service requested by
the user.

The ICO has recognised that in some circumstances, it may be imprac-
tical to obtain consent before a cookie is placed and subsequent valida-
tion may be the only option.

41 Electronic communications marketing

Describe any rules on marketing by email, fax or telephone.

It is unlawful to send unsolicited electronic marketing (ie, via technolo-
gies such as SMS, fax or email) unless the consent of the recipient has
been obtained. However, an unsolicited marketing email may be sent
to a recipient whose contact details were obtained in the course of a
sale, or negotiation of sale, of a product or service, provided that the
unsolicited marketing relates to similar products or services, the recipi-
ent is given a simple and free of charge means to opt out of receiving
such marketing and has not yet opted out.

It is generally permissible to make unsolicited telephone market-
ing calls, unless: the recipient has previously notified the caller that he
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or she does not wish to receive such calls; or the recipient’s phone num-
ber is listed on the directory of subscribers who do not wish to receive
such calls. Any individuals may apply to have their telephone number
listed in this directory; a separate provision covers corporate entities.

42 Cloud services

Describe any rules or regulator guidance on the use of cloud
computing services.

There are no specific rules or legislation that govern the processing of
PII through cloud computing and such processing must be compliant
with the DPA. The ICO has released guidance on the subject of cloud
computing, which discusses the identity of data owners and data pro-
cessors in the context of cloud computing, as well as the need for writ-
ten contracts, security assessments, compliance with the DPA, and the
use of cloud providers from outside the UK.
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