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The Future of Safe Harbor

Aaron P Simpson
Hunton & Williams

Twenty-first century commerce depends on the unencumbered flow of
data around the globe. At the same time, however, individuals everywhere
are clamouring for governments to do more to safeguard their personal
information, especially in the wake of Edward Snowden’s explosive rev-
elations last summer regarding government snooping. A prominent out-
growth of this global cacophony has been reinvigorated regulatory focus
on cross-border data transfers. The Russian Parliament made headlines
in July 2014 by adopting a bill that requires companies transmitting the
electronic communications of Russians over the internet to store copies
of the data for a minimum of six months in databases located within the
Russian Federation. While this is an extreme example of ‘data localisation’,
the Russian bill is not alone in its effort to create impediments to the free
flow of data across borders. The Safe Harbor framework, which has been a
popular tool used to facilitate data flows from the EU to the US for nearly
15 years, has recently come under attack as well, primarily as a result of the
PRISM scandal. These attacks have raised challenging questions regarding
the future of the Safe Harbor framework.

Contrasting approaches to privacy regulation in the EU and US
Privacy regulation tends to differ from country to country around the
world, as it represents a culturally bound window into a nation’s attitudes
about the appropriate use of information, whether by government or pri-
vate industry. This is certainly true of the approaches to privacy regulation
taken in the EU and the US, which are literally and figuratively an ocean
apart. Policymakers in the EU and the US were able to set aside these dif-
ferences in 2000 when they created the Safe Harbor framework, which
was developed explicitly to bridge the gap between the differing regulatory
approaches taken in the EU and the US.

The European approach to data protection regulation

Largely as a result of the role of data accumulation and misuse in the
human rights atrocities perpetrated in mid-twentieth century Europe,
the region takes an understandably hard line approach to data protection.
The processing of personal data about EU citizens is strictly regulated
through Directive 95/46/EC on the protection of individuals with regard
to the processing of personal data and on the free movement of such data.
The Directive is implemented by the member states of the EU, which
impose onerous obligations through their national laws regarding the col-
lection, use, sharing and safeguarding of personal data, both locally and
extraterritorially.

These extraterritorial considerations are an important component of
the data protection regulatory scheme in Europe, as policymakers have no
interest in allowing companies to circumvent European data protection
regulations simply by transferring personal data outside of Europe. These
extraterritorial restrictions are triggered when personal data is exported
from Europe to the vast majority of jurisdictions around the world that
have not been deemed adequate by the European Commission; chief
among them from a global commerce perspective is the United States.

The US approach to privacy regulation

Unlike in Europe, and for its own cultural and historical reasons, the US
does not maintain a singular, comprehensive data protection law regu-
lating the processing of personal data. Instead, the US favours a sectoral
approach to privacy regulation. As a result, in the US there are numerous
privacy laws that operate at the federal and state levels, and they further
differ depending on the industry within the scope of the law. The financial
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services industry, for example, is regulated by the Gramm-Leach-Bliley
Act, while the health care industry is regulated by the Health Insurance
Portability and Accountability Act of 1996. Issues that fall outside the pur-
view of specific statutes and regulators are subject to general consumer
protection regulation at the federal and state level. Making matters more
complicated, common law in the US allows courts to play an important
quasi-regulatory role in holding businesses and governments accountable
for privacy and data security missteps.

The development of the Safe Harbor framework

As globalisation ensued at an exponential pace during the 1990s internet
boom, the differences in the regulatory approaches favoured in Europe ver-
sus the US became a significant issue for global commerce. Massive data
flows between Europe and the US were (and continue to be) relied upon by
multinationals, and European data transfer restrictions threatened to halt
those transfers. Instead of allowing this to happen, in 2000 the European
Commission and the US Department of Commerce joined forces and
developed the Safe Harbor framework.

The Safe Harbor framework is an agreement between the European
Commission and the US Department of Commerce whereby data trans-
fers from Europe to the US made pursuant to the accord are considered
adequate under European law. In order to achieve the adequacy protection
provided by the framework, data importers in the US are required to make
specific and actionable public representations regarding the processing of
personal data they import from Europe. In particular, US importers must
comply with the seven Safe Harbor principles of notice, choice, onward
transfer, security, access, integrity and enforcement. Not only must US
importers comply with these principles, they must publicly certify their
compliance with the US Department of Commerce and thus subject them-
selves to enforcement by the US Federal Trade Commission (FTC) to the
extent their certification materially misrepresents any aspect of their pro-
cessing of personal data imported from Europe.

Since its inception, Safe Harbor has been popular with a wide variety
of US companies whose operations involve the importing of personal data
from Europe. While many of the companies certified to the framework in
the US have done so to facilitate intra-company transfers of employee and
customer data from Europe to the US, there are a wide variety of others
who have become certified for different reasons. Many of these include
third-party IT vendors whose business operations call for the storage of
client data in the US, including personal data regarding a client’s custom-
ers and employees. In the years immediately following the inception of
the Safe Harbor framework, a company’s participation in the Safe Harbor
and the framework in general went largely unnoticed outside the privacy
community. In the more recent past, however, that relative anonymity has
changed, as the Safe Harbor framework is facing an increasing amount of
pressure, primarily from critics in Europe.

Criticism of the Safe Harbor framework begins to mount

Criticism of the Safe Harbor framework from Europe began in earnest in
2010. In a large part, the criticism stems from the perception that the Safe
Harbor is too permissive of third-party access to personal data in the US,
including access by the US government. The Diisseldorfer Kreises, the
group of German state data protection authorities, first voiced these con-
cerns and issued a resolution in 2010 requiring German exporters of data
to the US through the framework to employ extra precautions when engag-
ing in such data transfers.
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More recently the pressure has intensified and has spread beyond
Germany to pan-European concerns at the highest levels of government.
This pressure intensified in the wake of the PRISM scandal in the sum-
mer of 2013, when Edward Snowden alleged that the US government was
secretly obtaining individuals’ (including EU residents’) electronic com-
munications from numerous online service providers. Following these
explosive allegations, regulatory focus in Europe has shifted in part to the
Safe Harbor framework, which has been blamed in some circles for facili-
tating the US government’s access to personal data exported from the EU.

As a practical matter, in the summer of 2013, the European Parliament
asked the European Commission to examine the Safe Harbor framework
closely. Last autumn, the European Commission published the results of
this investigation, concluding that the framework lacks transparency and
calling for its revision. In particular, the European Commission recom-
mended more robust enforcement of the framework in the US and more
clarity regarding US government access to personal data exported from the
EU under the Safe Harbor framework.

The future of Safe Harbor

While it is reasonable to predict that there will be refinements of the Safe
Harbor framework as a result of these concerns, it remains highly unlikely
that the framework will be formally unravelled as some have suggested. In
the wake of the PRISM scandal, concerns regarding the US government’s
access to personal data are certainly valid and relevant. As they pertain
to the framework alone, however, they are misguided. The Safe Harbor
framework is not unique in its permitting of limited government access
to personal data transferred from Europe to the US. Other legal bases that
support such cross-border data transfers, including both model contracts

and binding corporate rules, similarly permit limited government access
to personal data.

A far more likely scenario than a complete unravelling of the frame-
work is increased enforcement of the framework by the FTC and enhanced
scrutiny from the US Department of Commerce when companies are certi-
fying, or reaffirming, their compliance with the framework. Beginning ear-
lier this year, the FTC began to increase its enforcement efforts by bringing
13 actions against companies that deceptively represented they were Safe
Harbor certified. This approach has continued as the Commission recently
brought a similar deception action against the clothier American Apparel,
who had let its Safe Harbor certification lapse without making the corre-
sponding changes to its public representations. Similarly, the Department
of Commerce, which is responsible for administering the programme, is
likely to increase the rigour with which it oversees the programme. While
the certification process is a self-certification programme and not subject
to formal regulatory approval, an increase in substantive focus from the
Department of Commerce during the certification phase and thereafter is
likely as a result of the pressure from Europe.

Given the popularity of the Safe Harbor framework and its importance to
transatlantic commerce, talk of its demise is premature. More likely is anew
and improved Safe Harbor, replete with more rigour from the Department
of Commerce on the front-end as well as increased enforcement by the
FTC for violations on the back-end. With these enhancements, the Safe
Harbor framework is likely not only to survive but persist into the future,
providing responsible multinational companies with a legal basis for trans-
ferring data from Europe to the US. Global commerce depends on it.
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