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United States
Lisa J Sotto and Aaron P Simpson
Hunton & Williams

Law and the regulatory authority

1	 Legislative framework

Summarise the legislative framework for the protection 
of personally identifiable information (PII). Does your 
jurisdiction have a dedicated data protection law? Have any 
international instruments on privacy or data protection been 
adopted in your jurisdiction?

The US legislative framework for the protection of PII resembles a patch-
work quilt. Unlike other jurisdictions, the US does not have a dedicated 
data protection law, but instead regulates primarily by industry, on a 
sector-by-sector basis. There are numerous sources of privacy law in the 
US, including laws and regulations developed at both the federal and state 
levels. These laws and regulations may be enforced by federal and state 
authorities, and many provide individuals with a private right to bring law-
suits against organisations they believe are violating the law.

2	 Data protection authority

Which authority is responsible for overseeing the data 
protection law? Describe the powers of the authority.

There is no single regulatory authority dedicated to overseeing data protec-
tion law in the US. At the federal level, the regulatory authority responsible 
for oversight depends on the law or regulation in question. In the financial 
services context, for example, the Consumer Financial Protection Bureau 
and various financial services regulators (as well as state insurance regu-
lators) have adopted standards pursuant to the Gramm-Leach-Bliley Act 
(GLB) that dictate how firms subject to their regulation may collect, use 
and disclose non-public personal information. Similarly, in the health-care 
context, the Department of Health and Human Services is responsible for 
enforcement of the Health Insurance Portability and Accountability Act of 
1996 (HIPAA) against covered entities.

Outside of the regulated industries context, the Federal Trade 
Commission (FTC) is the primary federal privacy regulator in the US. 
Section 5 of the FTC Act, which is a general consumer protection law that 
prohibits ‘unfair or deceptive acts or practices in or affecting commerce,’ 
is the FTC’s primary enforcement tool in the privacy arena. The FTC has 
used its authority under section 5 to bring numerous privacy enforcement 
actions for a wide-range of alleged violations by entities whose informa-
tion practices have been deemed ‘deceptive’ or ‘unfair.’ Although section 
5 does not give the FTC fining authority, it does enable the Commission 
to bring enforcement actions against alleged violators, and these enforce-
ment actions typically have resulted in consent decrees that prohibit the 
company from future misconduct and often require audits biennially for 
up to 20 years. Under section 5, the FTC is able to fine businesses that have 
violated a consent decree.

At the state level, attorneys general also have the ability to bring 
enforcement actions for unfair or deceptive trade practices, or to enforce 
violations of specific state privacy laws. Some state privacy laws allow 
affected individuals to bring lawsuits to enforce violations of the law.

3	 Breaches of data protection

Can breaches of data protection lead to criminal penalties? 
How would such breaches be handled?

In general, violations of federal and state privacy laws lead to civil, not 
criminal, penalties. The main exceptions are the laws directed at surveil-
lance activities and computer crimes. Violations of the federal Electronic 
Communications Privacy Act (ECPA) (which is composed of the Wiretap 
Act, the Stored Communications Act, and the Pen Register Act) or the 
Computer Fraud and Abuse Act (CFAA) can lead to criminal sanctions and 
civil liability. In addition, many states have enacted surveillance laws that 
include criminal sanctions, in addition to civil liability, for violations.

Outside of the surveillance context, the US Department of Justice is 
authorised to criminally prosecute serious HIPAA violations. In circum-
stances where an individual knowingly violates restrictions on obtaining 
and disclosing legally cognisable health information, the DOJ may pursue 
criminal sanctions.

Scope

4	 Exempt sectors and institutions

Does the data protection law cover all sectors and types of 
organisation or are some areas of activity outside its scope?

There is no single regulatory authority dedicated to overseeing data pro-
tection law in the US. At the federal level, different privacy requirements 
apply to different industry sectors and data processing activities. These 
laws often are narrowly tailored and address specific data uses. For those 
entities not subject to industry-specific regulatory authority, the FTC has 
broad enforcement authority at the federal level, and attorneys general at 
the state level, to bring enforcement action for unfair or deceptive trade 
practices in the privacy context.

5	 Communications, marketing and surveillance laws

Does the data protection law cover interception of 
communications, electronic marketing or monitoring and 
surveillance of individuals? If not, list other relevant laws in 
this regard.

Interception of communications is regulated primarily at the federal 
level by the ECPA, which is composed of the Wiretap Act, the Stored 
Communications Act, and the Pen Register Act. The federal CFAA also pro-
hibits certain surveillance activities, but is focused primarily on restricting 
other computer-related activities pertaining to hacking. At the state level, 
most states have laws that regulate the interception of communications. 

There are only a handful of laws that specifically target the practice of 
electronic marketing, and the relevant laws are specific to the marketing 
channel in question. 

Commercial e-mail is regulated at the federal level by the Controlling 
the Assault of Non-Solicited Pornography and Marketing Act of 2003 
(CAN-SPAM). There are also state laws regulating commercial e-mail, but 
these laws are generally pre-empted by CAN-SPAM.

Telemarketing is regulated at the federal level by the Telephone 
Consumer Protection Act of 1991 (TCPA) and the Telemarketing and 
Consumer Fraud and Abuse Prevention Act, as well as regulations 
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implemented by the FTC and the Federal Communications Commission 
(FCC). There are also state laws regulating telemarketing activities.

Text message marketing is regulated primarily by the TCPA and regu-
lations implemented by the FCC.

Fax marketing is regulated by the TCPA, as amended by the Junk Fax 
Prevention Act of 2005, and state laws.

6	 Other laws

Identify any further laws or regulations that provide specific 
data protection rules for related areas.

In addition to the laws set forth above, there are numerous other federal 
and state laws that address privacy issues, including state information 
security laws and laws that apply to:
•	 consumer report information: Fair Credit Reporting Act (FCRA) and 

Fair and Accurate Credit Transactions Act of 2003 (FACTA);
•	 children’s information: Children’s Online Privacy Protection Act 

(COPPA);
•	 driver’s information: Driver’s Privacy Protection Act of 1994 (DPPA);
•	 video rental records: Video Privacy Protection Act (VPPA); and
•	 federal government activities: Privacy Act of 1974.

7	 PII formats

What forms of PII are covered by the law?

The US does not have a dedicated data protection law. Thus, the definition 
of PII varies depending on the underlying law or regulation. In the state 
security breach notification law context, for example, the definition of 
PII generally includes an individual’s name plus his or her Social Security 
number, driver’s licence number, or financial account number. In other 
contexts, such as FTC enforcement actions, GLB, or HIPAA, the definition 
of PII is much broader. Although certain laws apply only to electronic PII, 
many cover PII in any medium, including hard-copy records.

8	 Extraterritoriality

Is the reach of the law limited to data owners and data 
processors established or operating in the jurisdiction?

As a general matter, the reach of US privacy laws is limited to organisations 
that are subject to the jurisdiction of US courts as constrained by constitu-
tional due process considerations. Determinations regarding such jurisdic-
tion are highly fact-specific and depend on the details of an organisation’s 
contacts with the US.

9	 Covered uses of PII

Is all processing or use of PII covered? Is a distinction made 
between those who control or own PII and those who provide 
services to owners?

Generally, US privacy laws apply to all processing of PII. There are no for-
mal designations of ‘controllers’ and ‘processors’ under US law as there are 
in the laws of other jurisdictions. There are, however, specific laws that set 
forth different obligations based on whether an organisation would be con-
sidered a data owner or a service provider. The most prominent example of 
this distinction is found in the US state breach notification laws. Pursuant 
to these laws, it is generally the case that the owner of the PII is responsible 
for notifying affected individuals of a breach, whereas a service provider 
is responsible for informing the data owner that it has suffered a breach 
affecting the data owner’s data. Once a data owner has been notified of a 
breach by a service provider, the data owner, not the service provider, then 
must notify affected individuals.

Legitimate processing of PII 

10	 Legitimate processing – grounds

Does the law require that the holding of PII be legitimised 
on specific grounds, for example to meet the owner’s legal 
obligations or if the individual has provided consent?

US privacy laws generally do not limit the retention of PII to certain speci-
fied grounds. There are, however, laws that may indirectly affect an organi-
sation’s ability to retain PII. For example, organisations that are collecting 
personal information online from California residents must comply with 
the California Online Privacy Protection Act. Pursuant to this law, and 

general consumer expectations in the US, the organisation must provide 
a privacy notice detailing the PII the company collects and how it is used. 
If the organisation uses the PII in materially different ways than those set 
forth in the privacy notice without providing notice and obtaining consent 
for such uses from the relevant consumers, these uses would likely be con-
sidered a deceptive trade practice under federal and state unfair competi-
tion laws.

11	 Legitimate processing – types of data

Does the law impose more stringent rules for specific types of 
data?

Since the US does not have a dedicated data protection law, there is no 
singular concept of ‘sensitive data’ that is subject to heightened standards. 
There are, however, certain types of information that generally are subject 
to more stringent rules, such as:

Sensitive data in the security breach notification context 
To the extent an organisation maintains individuals’ names plus their 
Social Security numbers, driver’s licence numbers or financial account 
numbers, notification generally is required under state and federal breach 
notification laws to the extent the information has been acquired or 
accessed by an unauthorised third party.

Consumer report information 
The FCRA seeks to protect the confidentiality of information bearing on 
the creditworthiness and standing of consumers. The FCRA limits the per-
missible purposes for which reports that contain such information (known 
as consumer reports) may be disseminated, and consumer reporting agen-
cies must verify that anyone requesting a consumer report has a permis-
sible purpose for receiving the report. 

Background screening information
Many sources of information used in background checks are considered 
public records in the US, including criminal, civil court, bankruptcy, tax 
lien, professional licensing, workers’ compensation, and driving records. 
The FCRA imposes restrictions on the inclusion of certain public records 
in background screening reports when performed by consumer reporting 
agencies. Employers also can investigate job applicants and employees 
using internet search engines, but they must comply with their legal obli-
gations under various labour and employment laws to the extent such laws 
restrict the use of the information. For instance, consideration of factors 
such as age, race, religion, disability, or political or union affiliation in mak-
ing employment decisions can be the basis for a claim of unlawful discrimi-
nation under federal or state law.

Health information
HIPAA specifies permissible uses and disclosures of protected health infor-
mation (PHI), mandates that HIPAA-covered entities provide individuals 
with a privacy notice and other rights, regulates covered entities’ use of 
service providers (known as business associates), and sets forth extensive 
information security safeguards relevant to electronic PHI. 

Children’s information
COPPA imposes extensive obligations on organisations that collect per-
sonal information from children under 13 years of age online. COPPA’s 
purpose is to provide parents and legal guardians greater control over 
the online collection, retention and disclosure of information about their 
children. 

State Social Security number laws
Numerous state laws impose obligations with respect to the processing of 
SSNs. These laws generally prohibit:
•	 intentionally communicating SSNs to the general public;
•	 using SSNs on ID cards required for individuals to receive goods or 

services;
•	 requiring that SSNs be used in internet transactions unless the transac-

tion is secure or the SSN is encrypted or redacted;
•	 requiring an individual to use an SSN to access a website unless 

another authentication device is also used; and
•	 mailing materials with SSNs (subject to certain exceptions). 

A number of state laws also impose restrictions targeting specific SSN uses.

© Law Business Research Ltd 2014



UNITED STATES	 Hunton & Williams

210	 Getting the Deal Through – Data Protection & Privacy 2015

Data handling responsibilities of owners of PII

12	 Notification

Does the law require owners of PII to notify individuals whose 
data they hold? What must the notice contain and when must it 
be provided?

For organisations not otherwise subject to specific regulation, the primary 
law requiring them to provide a privacy notice to consumers is California’s 
Online Privacy Protection Act. This law requires a notice when an organi-
sation collects personal information from individuals in the online and 
mobile contexts. The law requires organisations to specify in the notice:
•	 the categories of PII collected through the website;
•	 the categories of third-party persons or entities with whom the opera-

tor may share the PII;
•	 the process an individual must follow to review and request changes 

to any of his or her PII collected online, to the extent such a process 
exists;

•	 the process by which consumers who visit the website or online service 
are notified of material changes to the privacy notice for that website; 
and

•	 the privacy notice’s effective date. 

In addition to this California law, there are other federal laws that require a 
privacy notice to be provided in certain circumstances, such as:

COPPA
Pursuant to the FTC’s Children’s Online Privacy Protection Rule, imple-
mented pursuant to COPPA, operators of websites or online services that 
are directed to children under 13 years old, or who knowingly collect infor-
mation from children online, must provide a conspicuous privacy notice 
on their site. The notice must include statutorily prescribed information, 
such as the types of personal information collected, how the operator 
will use the personal information, how the operator may disclose the per-
sonal information to third parties, and details regarding a parent’s ability 
to review the information collected about a child and opt out of further 
information collection and use. In most cases, an operator that collects 
information from children online also must send a direct notice to par-
ents that contains the information set forth above along with a statement 
that informs parents the operator intends to collect the personal infor-
mation from their child. The operator also must obtain verifiable paren-
tal consent prior to collecting, using or disclosing personal information  
from children.

FCRA and FACTA
The FCRA, as amended by FACTA, imposes several requirements on con-
sumer reporting agencies to provide consumers with notices, including 
in the context of written disclosures made to consumers by a consumer 
reporting agency, identity theft, employment screening, pre-screened 
offers of credit or insurance, information sharing with affiliates, and 
adverse actions taken on the basis of a consumer report.

GLB
Financial institutions must provide an initial privacy notice to customers 
by the time the customer relationship is established. If the financial insti-
tution shares non-public personal information with non-affiliated third 
parties outside of an enumerated exception, the entity must provide each 
relevant customer with an opportunity to opt out of the information shar-
ing. Following this initial notice, financial institutions subject to GLB must 
provide customers with an annual notice. The annual notice is a copy of the 
full privacy notice and must be provided to customers each year for as long 
as the customer relationship persists. For ‘consumers’ (individuals that 
have obtained a financial product or service for personal, family or house-
hold purposes but do not have an ongoing, continuing relationship with 
the financial institution), a notice generally must be provided before the 
financial institution shares the individual’s non-public personal informa-
tion with third parties outside of an enumerated exception. A GLB privacy 
notice must explain what non-public personal information is collected, the 
types of entities with whom the information is shared, how the informa-
tion is used, and how it is protected. The notice also must indicate the con-
sumer’s right to opt out of certain information sharing with non-affiliated 
parties. In 2009, the federal financial regulators responsible for enforcing 
privacy regulations implemented pursuant to GLB released model forms 

for financial institutions to use when developing their privacy notices. 
Financial institutions that use the model form in a manner consistent with 
the regulators’ published instructions are deemed compliant with the regu-
lation’s notice requirements. In 2011, the Dodd-Frank Wall Street Reform 
and Consumer Protection Act transferred GLB privacy notice rulemaking 
authority from the financial regulatory agencies to the CFPB. The CFPB 
then restated the GLB implementing regulations, including those pertain-
ing to the model form, in Regulation P.

HIPAA
The Privacy Rule promulgated pursuant to HIPAA requires covered enti-
ties to provide individuals with a notice of privacy practices. The Rule 
imposes several content requirements, including:
•	 the covered entities’ permissible uses and disclosures of PHI;
•	 the individual’s rights with respect to the PHI and how those rights 

may be exercised; 
•	 a list of the covered entity’s statutorily prescribed duties with respect 

to the PHI; and
•	 contact information for the individual at the covered entity responsi-

ble for addressing complaints regarding the handling of PHI.

13	 Exemption from notification

When is notice not required?

Outside of the specifically regulated contexts discussed above, a privacy 
notice in the US must only be provided in the context of collecting personal 
information from consumers online. There is no requirement of general 
application that imposes an obligation on unregulated organisations to pro-
vide a privacy notice regarding its offline activities with respect to personal 
information.

14	 Control of use

Must owners of PII offer individuals any degree of choice 
or control over the use of their information? In which 
circumstances?

In the regulated contexts discussed above, individuals are provided with 
limited choices regarding the use of their information. The choices are 
dependent upon the underlying law. Under GLB, for example, customers 
and consumers have a legal right to opt out of having their non-public per-
sonal information shared by a financial institution with third parties (out-
side an enumerated exception). Similarly, under the FCRA, as amended 
by FACTA, individuals have a right to opt out of having certain consumer 
report information shared by a consumer reporting agency with an affili-
ate, in addition to another opt-out opportunity prior to any use of a broader 
set of consumer report information by an affiliate for marketing reasons. 
Federal telemarketing laws and the CAN-SPAM Act give individuals the 
right to opt out of receiving certain types of communications, as do similar 
state laws.

In addition, California’s Shine the Light Law requires companies that 
collect personal information from residents of California generally to 
either provide such individuals with an opportunity to know which third 
parties the organisation shared California consumers’ personal informa-
tion with for such third parties’ direct marketing purposes during the pre-
ceding calendar year or, alternatively, to give the individuals the right to 
opt out of such third-party sharing. 

As the primary regulator of privacy issues in the US, the FTC periodi-
cally issues guidance on pressing issues. In the FTC’s 2012 report entitled 
‘Protecting Consumer Privacy in an Era of Rapid Change’, the Commission 
set forth guidance indicating that organisations should provide consumers 
with choices with regard to uses of personal information that are incon-
sistent with the context of the interaction through which the organisation 
obtained the personal information. In circumstances where the use of the 
information is consistent with the context of the transaction, the FTC indi-
cated that offering such choices is not necessary.

15	 Data accuracy

Does the law impose standards in relation to the quality, 
currency and accuracy of PII?

There is no law of general application in the US that imposes standards 
related to the quality, currency, and accuracy of PII. There are laws, how-
ever, in specific contexts that contain standards intended to ensure the 
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integrity of personal information maintained by an organisation. The 
FCRA, for example, requires users of consumer reports to provide con-
sumers with notices if the user will be taking an adverse action against the 
consumer based on information contained in a consumer report. These 
adverse action notices must provide the consumer with information about 
the consumer’s right to obtain a copy of the consumer report used in mak-
ing the adverse decision and to dispute the accuracy or completeness of 
the underlying consumer report. Similarly, pursuant to the HIPAA Security 
Rule, covered entities must ensure, among other things, the integrity of 
electronic protected health information (ePHI). 

16	 Amount and duration of data holding

Does the law restrict the amount of PII that may be held or the 
length of time it may be held?

US privacy laws generally do not impose direct restrictions on an organisa-
tion’s retention of personal information. There are, however, thousands of 
records retention laws at the federal and state level that impose specific 
obligations on how long an organisation may (or must) retain records, 
many of which cover records that contain personal information.

17	 Finality principle

Are the purposes for which PII can be used by owners 
restricted? Has the ‘finality principle’ been adopted?

US privacy laws have not specifically adopted the finality principle. As a 
practical matter, organisations typically describe their uses of personal 
information collected from consumers in their privacy notices. To the 
extent an organisation uses the personal information it collects subject to 
such a privacy notice for materially different purposes than those set forth 
in the notice, it is likely that such a practice would be considered a decep-
tive trade practice under federal and state consumer protection laws. 

18	 Use for new purposes

If the finality principle has been adopted, how far does the law 
allow for PII to be used for new purposes? Are there exceptions 
or exclusions from the finality principle?

In the US, organisations must use the personal information they collect in 
a manner that is consistent with the uses set forth in the privacy notice. To 
the extent an organisation would like to use previously collected personal 
information for a materially different purpose, the FTC and state attorneys 
general would expect the organisation to first obtain opt-in consent from 
the consumer for such use. Where the privacy notice is required by a stat-
ute (eg, a notice to parents pursuant to COPPA), failure to handle the PII 
as described pursuant to such notice also may constitute a violation of the 
statute.

Security

19	 Security obligations

What security obligations are imposed on data owners and 
entities that process PII on their behalf?

Similar to privacy regulation, there is no comprehensive national infor-
mation security law in the US. Accordingly, the security obligations that 
are imposed on data owners and entities that process PII on their behalf 
depend on the regulatory context. These security obligations include:

GLB
The Safeguards Rule implemented pursuant to GLB requires financial 
institutions to ‘develop, implement, and maintain a comprehensive infor-
mation security program’ that contains administrative, technical, and 
physical safeguards designed to protect the security, confidentiality, and 
integrity of customer information. The requirements of the Safeguards 
Rule apply to all non-public personal information in a financial institution’s 
possession, including information about the institution’s customers as well 
as customers of other financial institutions. Although the Safeguards Rule 
is not prescriptive in nature, it does set forth five key elements of a compre-
hensive information security programme:

•	 designation of one or more employees to coordinate the programme;
•	 conducting risk assessments;
•	 implementation of safeguards to address risks identified in risk 

assessments;
•	 oversight of service providers; and
•	 evaluation and revision of the programme in light of material changes 

to the financial institution’s business. 

HIPAA
The Security Rule implemented pursuant to HIPAA, which applies to ePHI, 
sets forth specific steps that covered entities and their service providers 
must take to:
•	 ensure the confidentiality, integrity, and availability of ePHI;
•	 protect against any reasonably anticipated threats or hazards to the 

security or integrity of ePHI;
•	 protect against any reasonably anticipated uses or disclosures of ePHI; 

and
•	 ensure compliance with the Security Rule by the covered entity’s 

workforce. 

Unlike other US information security laws, the Security Rule is highly 
prescriptive and sets forth detailed administrative, technical and physical 
safeguards.

State information security laws
Laws in several US states, including California, impose general informa-
tion security standards on organisations that maintain personal informa-
tion. California’s law, for example, requires organisations that own or 
licence personal information about California residents to implement 
and maintain reasonable security procedures and practices to protect the 
information from unauthorised access, destruction, use, modification, or 
disclosure. In addition, organisations that disclose personal information 
to non-affiliated third parties must contractually require those entities to 
maintain reasonable security procedures.

Massachusetts Standards for the Protection of Personal 
Information
In 2008, Massachusetts issued regulations requiring any person who holds 
personal information about Massachusetts residents to develop and imple-
ment a comprehensive, written information security programme to pro-
tect the data. The regulations apply in the context of both consumer and 
employee information, and require the protection of personal data in both 
paper and electronic formats. Unlike the California law, the Massachusetts 
law contains certain specific data security standards, including required 
technical safeguards, on all private entities with Massachusetts consumers 
or employees.

Nevada encryption law
Nevada law requires that organisations doing business in Nevada and 
that accept payment cards must comply with the Payment Card Industry 
Data Security Standard. It requires that other organisations doing business 
in Nevada use encryption when transferring ‘any personal information 
through an electronic, non-voice transmission other than a facsimile to a 
person outside of the secure system of the data collector’, and moving ‘any 
data storage device containing personal information beyond the logical or 
physical controls of the data collector or its data storage contractor’.

State Social Security number laws
Numerous state laws impose obligations with respect to the processing of 
SSNs. These laws generally prohibit:
•	 intentionally communicating SSNs to the general public;
•	 using SSNs on ID cards required for individuals to receive goods or 

services;
•	 requiring that SSNs be used in internet transactions unless the transac-

tion is secure or the SSN is encrypted or redacted;
•	 requiring an individual to use an SSN to access a website unless 

another authentication device is also used; and
•	 mailing materials with SSNs (subject to certain exceptions). 

A number of state laws also impose restrictions targeting specific SSN uses.
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20 Notification of security breach

Does the law include obligations to notify the regulator or 
individuals of breaches of security?

There are no breach notification laws of general application at the federal 
level. There are, however, numerous targeted breach notification laws at 
both the state and federal level, including:

State breach laws
At present, 47 states, the District of Columbia, the US Virgin Islands, Guam 
and Puerto Rico have enacted breach notification laws that require data 
owners to notify affected individuals in the event of unauthorised access 
to or acquisition of personal information, as that term is defined in each 
law. In addition to notification of individuals, the laws of 15 states also 
require notice to a state regulator in the event of a breach, typically the 
state attorney general. Although most state breach laws require notifica-
tion only if there is a reasonable likelihood that the breach will result in 
harm to affected individuals, a number of jurisdictions do not employ such 
a harm threshold and require notification of any incident that meets their 
definition of a breach.

Federal Interagency Guidance
Several federal banking regulators issued the Interagency Guidance on 
Response Programs for Unauthorised Access to Customer Information 
and Customer Notice. Entities regulated by the Office of the Comptroller 
of the Currency, the Federal Reserve Board, the Federal Deposit Insurance 
Corporation and the Office of Thrift Supervision are subject to the 
Interagency Guidance. The Interagency Guidance sets forth that subject 
financial institutions develop and implement a response programme to 
address incidents of unauthorised access to customer information pro-
cessed in systems the institutions or their service providers use to access, 
collect, store, use, transmit, protect, or dispose of the information. In 
addition, the Interagency Guidance contains two key breach notification 
requirements. First, when a financial institution becomes aware of an inci-
dent involving unauthorised access to or use of sensitive customer infor-
mation, the institution must promptly notify its primary federal regulator. 
Second, the institution must notify appropriate law enforcement authori-
ties in situations involving federal criminal violations requiring immedi-
ate attention. Third, the institution also must notify relevant customers 
of the incident if the institution’s investigation determines that misuse of 
sensitive customer information has occurred or is reasonably possible. In 
this context, ‘sensitive customer information’ means a customer’s name, 
address, or telephone number in conjunction with the customer’s SSN, 
driver’s licence number, account number, credit or debit card number, or 
a PIN or password that would permit access to the customer’s account. 
Any combination of these data elements that would allow an unauthorised 
individual to access the customer’s account also would constitute sensitive 
customer information. 

HITECH Act
The Health Information Technology for Economic and Clinical Health 
Act’s (HITECH Act) information security breach provisions apply in the 
health-care context, governing both HIPAA-covered entities and non-
HIPAA covered entities. The HITECH Act and the breach-related provi-
sions of the HHS regulations implementing the Act require HIPAA-covered 
entities that experience an information security breach to notify affected 
individuals, and service providers of HIPAA-covered entities to notify the 
HIPAA-covered entity following the discovery of a breach. Unlike the state 
breach notification laws, the obligation to notify as a result of an informa-
tion security breach under the HITECH Act falls on any HIPAA covered 
entity that ‘accesses, maintains, retains, modifies, records, stores, destroys, 
or otherwise holds, uses, or discloses unsecured PHI’. Any HIPAA-covered 
entity that processes unsecured PHI must notify affected individuals in the 
event of a breach, whether the covered entity owns the data or not.

Internal controls

21	 Data protection officer

Is the appointment of a data protection officer mandatory? 
What are the data protection officer’s legal responsibilities?

No, the appointment of a data protection officer is not mandatory. 
Many organisations in the US appoint a Chief Privacy Officer, but his 

or her responsibilities are dictated by business need rather than legal 
requirements. 

22	 Record keeping

Are owners of PII required to maintain any internal records or 
establish internal processes or documentation?

There are no legal requirements of general application that obligate own-
ers of PII to maintain internal records or establish internal processes or 
documentation. As discussed in question 19, there are several statutory 
frameworks in the US that require organisations to develop an information 
security programme, which typically must contain internal processes and 
documentation. These include requirements imposed by GLB, HIPAA and 
state information security laws.

Registration and notification

23	 Registration

Are owners and processors of PII required to register with the 
supervisory authority? Are there any exemptions?

There are no registration requirements for data processing activities in the 
US.

24	 Formalities

What are the formalities for registration?

There are no registration requirements for data processing activities in the 
US.

25	 Penalties

What are the penalties for a data owner or processor for failure 
to make or maintain an entry on the register?

There are no registration requirements for data processing activities in the 
US.

26	 �Refusal of registration

On what grounds may the supervisory authority refuse to allow 
an entry on the register? 

There are no registration requirements for data processing activities in the 
US.

27	 Public access

Is the register publicly available? How can it be accessed?

There are no registration requirements for data processing activities in the 
US.

28	 Effect of registration

Does an entry on the register have any specific legal effect?

There are no registration requirements for data processing activities in the 
US.

Transfer and disclosure of PII

29	 Transfer of PII

How does the law regulate the transfer of PII to entities that 
provide outsourced processing services?

As a general matter, organisations address privacy and information secu-
rity concerns in their agreements with service providers that will provide 
outsourced processing services. There are no laws of general application 
in the US that impose requirements on data owners with respect to their 
service providers. There are, however, specific laws that address this issue, 
such as:

HIPAA
Through the Privacy and Security Rules, HIPAA imposes significant restric-
tions on the disclosure of PHI. The regulations require covered entities to 
enter into business associate agreements containing statutorily mandated 
language before PHI may be disclosed to a service provider. 
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GLB
In accordance with the Privacy Rule enacted pursuant to GLB, prior to dis-
closing consumer non-public personal information to a service provider, 
a financial institution must enter into a contract with the service provider 
prohibiting the service provider from disclosing or using the informa-
tion other than to carry out the purposes for which the information was 
disclosed. Under the Safeguards Rule enacted pursuant to GLB, prior to 
allowing a service provider access to customer personal information, the 
financial institution must take reasonable steps to ensure that the service 
provider is capable of maintaining appropriate safeguards, and require the 
service provider by contract to implement and maintain such safeguards.

State information security laws
A number of states impose a general information security standard on 
businesses that maintain personal information. These states have laws 
requiring companies to implement reasonable information security meas-
ures. California law and Massachusetts law require organisations that 
disclose personal information to service providers to include contractual 
obligations that those entities maintain reasonable security procedures.

30	 Restrictions on disclosure

Describe any specific restrictions on the disclosure of PII to 
other recipients.

A wide variety of laws contain disclosure restrictions targeted to specific 
forms of PII. For example, HIPAA and GLB impose limitations on certain 
disclosures, such as requirements for consent and for contracts with cer-
tain types of recipients.

31	 Cross-border transfer

Is the transfer of PII outside the jurisdiction restricted?

US privacy laws do not impose restrictions on cross-border data transfers.

32	 Notification of transfer

Does transfer of PII require notification to or authorisation 
from a supervisory authority?

US privacy laws do not impose restrictions on cross-border data transfers.

33	 Further transfer

If transfers outside the jurisdiction are subject to restriction 
or authorisation, do these apply equally to transfers to service 
providers and onwards transfers?

US privacy laws do not impose restrictions on cross-border data transfers.

�Rights of individuals

34	 Access

Do individuals have the right to see a copy of their personal 
information held by PII owners? Describe any limitations to 
this right. 

There are no laws of general application in the US that provide individuals 
with a right to access the personal information about them that is held by an 
organisation. There are specific laws that address access rights, including:

HIPAA
Under the Privacy Rule enacted pursuant to HIPAA, an individual has a 
right to access PHI about the individual that is maintained by the covered 
entity unless the covered entity has a valid reason for denying the individ-
ual such access. Valid reasons can include the fact that the PHI is subject to 
restricted access under other laws, or that access to the PHI is reasonably 
likely to cause substantial harm to another person. A covered entity must 
provide the requested access to the PHI within 30 days of the request and 
must explain the justification for any denial of access.

California’s Shine the Light Law
Under this law, organisations that collect personal information from 
California residents generally must either provide such individuals with an 

opportunity to know which third parties the organisation shared California 
consumers’ personal information with for such third parties’ direct mar-
keting purposes during the prior calendar year or, alternatively, allow such 
individuals the right to opt out of most third-party sharing. 

COPPA
This law allows parents or legal guardians to obtain access to the personal 
information that has been collected online from their children.

35	 Other rights

Do individuals have other substantive rights?

There are no laws of general application in the US that provide individu-
als with other substantive rights. Some sector-specific laws provide such 
rights. For example, the HIPAA Privacy Rule does provide individuals with 
the right to amend their PHI. If an individual requests that a covered entity 
amend the individual’s PHI, the covered entity must do so within 60 days 
of the request and must explain any reasons for denying the request. The 
FCRA provides individuals with the right to dispute and demand correction 
of information about them that is held by consumer reporting agencies.

36	 Compensation

Are individuals entitled to monetary damages or compensation 
if they are affected by breaches of the law? Is actual damage 
required or is injury to feelings sufficient?

Individuals are entitled to monetary damages for wrongful acts under com-
mon law and pursuant to most statutes that provide for a private right of 
action. Consumers often bring class action lawsuits against organisations 
as a result of alleged privacy violations, such as statutory violations or other 
wrongful acts that affect them, such as information security breaches. In 
security breach cases, consumers often allege that the organisation was 
negligent in securing the consumers’ personal information, and that such 
negligence led to the security breach. As a general matter, consumers 
would need to establish that they suffered actual damages as a direct result 
of the organisation’s negligence in order to succeed on their claim. 

In the regulatory context, the ability to obtain monetary damages or 
compensation depends entirely on the statute in question. Pursuant to the 
FCRA, for example, in the event an organisation is wilfully non-compliant 
with the law, the Act provides for the recovery by aggrieved individuals 
of actual damages sustained or damages of ‘not less than $100 and not 
more than $1,000’ per violation, plus punitive damages, attorneys’ fees, 
and court costs. Negligent non-compliance may result in liability for actual 
damages as well as costs and attorneys’ fees. Other laws, such as section 5 
of the FTC Act, provide no private right of action to individuals and instead 
can be enforced solely by the regulator.

37	 Enforcement

Are these rights exercisable through the judicial system or 
enforced by the supervisory authority or both?

To the extent an individual obtains monetary relief as a result of illegal 
activity by an organisation, that relief will be obtained primarily through 
the judicial system. Typically, the civil penalties imposed by regulators are 
not paid directly to aggrieved individuals. There are, however, exceptions 
to this rule. For example, under the FCRA, organisations that settle claims 
with regulators can be asked to provide funds for consumer redress. 

Exemptions, derogations and restrictions

38	 Further exemptions and restrictions

Does the law include any derogations, exclusions or limitations 
other than those already described? Describe the relevant 
provisions.

There is no law of general application regarding privacy and information 
security in the US, and thus there are no derogations, exclusions, or limita-
tions of general application as there are in other jurisdictions.
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Supervision

39	 Judicial review

Can data owners appeal against orders of the supervisory 
authority to the courts?

The ability of an organisation to appeal orders of a supervisory authority is 
highly contextual. In the FTC context, an order is the result of an admin-
istrative proceeding before an FTC administrative law judge and the full 
Commission on review. An order issued by the FTC as a result of this pro-
cess can be appealed directly to a federal court of appeals, where the FTC’s 
order would be entitled to some deference on review. 

40	 Criminal sanctions

In what circumstances can owners of PII be subject to criminal 
sanctions?

In general, violations of federal and state privacy laws lead to civil, not 
criminal, penalties. There are, however, US laws directed at surveillance 
activities that could lead to criminal penalties. Violations of the fed-
eral Electronic Communications Privacy Act (which is composed of the 
Wiretap Act, the Stored Communications Act, and the Pen Register Act), 
and the Computer Fraud and Abuse Act, can lead to criminal sanctions. In 
addition, many states have enacted surveillance and computer crime laws 
that include criminal sanctions for violations. 

Outside of the surveillance context, the US Department of Justice 
(DoJ) is authorised to criminally prosecute serious violations of HIPAA. 

In circumstances where an individual knowingly violates restrictions on 
obtaining and disclosing legally cognisable health information, the DoJ 
may pursue criminal sanctions.

41	 Internet use

Describe any rules on the use of ‘cookies’ or equivalent 
technology.

At the time of drafting, this is a hot-button issue in the US, and regulation 
is evolving rapidly. There have been numerous legislative efforts aimed 
at providing formal regulation for the use of cookies, particularly in the 
behavioural advertising context. To date, none of those legislative efforts 
have succeeded. The FTC has issued a substantial amount of guidance in 
the area of online behavioural advertising, and industry has responded 
with a series of self-regulatory frameworks. Although not focused directly 
on cookies, there have been a number of civil actions brought by individu-
als and regulatory enforcement actions brought by the FTC for practices 
that depend on the use of cookies, but the allegations tend to focus on laws 
of more general application, such as surveillance laws and section 5 of the 
FTC Act.

42	 Electronic communications marketing

Describe any rules on marketing by e-mail, fax or telephone.

See question 5.
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