
Data Protection & 
Privacy
2021

Data Protection &
 Privacy 2021

Contributing editors
Aaron P Simpson and Lisa J Sotto

© Law Business Research 2020



©2020 Hunton Andrews Kurth LLP  |  HuntonAK.com

Keep the trust you’ve earned.
Complying with global privacy, data protection and cybersecurity rules is challenging, 

especially for businesses that operate across borders. Our top-ranked privacy team, in 

combination with the firm’s Centre for Information Policy Leadership, advises on all aspects of 

US and European data protection law and cybersecurity events. We help businesses develop 

global compliance frameworks addressing regulatory obligations in the US, the EU and across 

the world. The firm is widely recognized globally as a leading privacy and data security firm.

For more information, visit www.huntonprivacyblog.com.

Leaders in Privacy 
and Cybersecurity

© Law Business Research 2020



Publisher
Tom Barnes
tom.barnes@lbresearch.com

Subscriptions
Claire Bagnall
claire.bagnall@lbresearch.com

Senior business development manager 
Adam Sargent
adam.sargent@gettingthedealthrough.com

Published by 
Law Business Research Ltd
Meridian House, 34-35 Farringdon Street
London, EC4A 4HL, UK

The information provided in this publication 
is general and may not apply in a specific 
situation. Legal advice should always 
be sought before taking any legal action 
based on the information provided. This 
information is not intended to create, nor 
does receipt of it constitute, a lawyer–
client relationship. The publishers and 
authors accept no responsibility for any 
acts or omissions contained herein. The 
information provided was verified between 
May and August 2020. Be advised that this 
is a developing area.

© Law Business Research Ltd 2020
No photocopying without a CLA licence. 
First published 2012
Ninth edition
ISBN 978-1-83862-322-7

Printed and distributed by 
Encompass Print Solutions
Tel: 0844 2480 112

Data Protection & 
Privacy
2021
Contributing editors
Aaron P Simpson and Lisa J Sotto
Hunton Andrews Kurth LLP

Lexology Getting The Deal Through is delighted to publish the ninth edition of Data Protection & 
Privacy, which is available in print and online at www.lexology.com/gtdt.

Lexology Getting The Deal Through provides international expert analysis in key areas of 
law, practice and regulation for corporate counsel, cross-border legal practitioners, and company 
directors and officers.

Throughout this edition, and following the unique Lexology Getting The Deal Through format, 
the same key questions are answered by leading practitioners in each of the jurisdictions featured. 
Our coverage this year includes new chapters on Canada and Romania.

Lexology Getting The Deal Through titles are published annually in print. Please ensure you 
are referring to the latest edition or to the online version at www.lexology.com/gtdt.

Every effort has been made to cover all matters of concern to readers. However, specific 
legal advice should always be sought from experienced local advisers.

Lexology Getting The Deal Through gratefully acknowledges the efforts of all the contribu-
tors to this volume, who were chosen for their recognised expertise. We also extend special 
thanks to the contributing editors, Aaron P Simpson and Lisa J Sotto of Hunton Andrews Kurth 
LLP, for their continued assistance with this volume.

London
August 2020

www.lexology.com/gtdt 1

Reproduced with permission from Law Business Research Ltd 
This article was first published in September 2020
For further information please contact editorial@gettingthedealthrough.com

© Law Business Research 2020



Data Protection & Privacy 20212

Contents

Introduction� 5
Aaron P Simpson and Lisa J Sotto
Hunton Andrews Kurth LLP

EU overview� 9
Aaron P Simpson, Claire François and James Henderson
Hunton Andrews Kurth LLP

The Privacy Shield� 12
Aaron P Simpson and Maeve Olney
Hunton Andrews Kurth LLP

Australia� 17
Alex Hutchens, Jeremy Perier and Meena Muthuraman
McCullough Robertson

Austria� 25
Rainer Knyrim
Knyrim Trieb Rechtsanwälte

Belgium� 33
David Dumont and Laura Léonard
Hunton Andrews Kurth LLP

Brazil� 45
Fabio Ferreira Kujawski, Paulo Marcos Rodrigues Brancher and 
Thiago Luís Sombra
Mattos Filho Veiga Filho Marrey Jr e Quiroga Advogados

Canada� 53
Doug Tait and Catherine Hamilton
Thompson Dorfman Sweatman LLP

Chile� 60
Claudio Magliona, Nicolás Yuraszeck and Carlos Araya
Magliona Abogados

China� 67
Gabriela Kennedy, Karen H F Lee and Cheng Hau Yeo
Mayer Brown

Colombia� 76
María Claudia Martínez and Daniela Huertas Vergara
DLA Piper

France� 83
Benjamin May and Farah Bencheliha
Aramis Law Firm

Germany� 95
Peter Huppertz
Hoffmann Liebs Fritsch & Partner

Greece� 102
Vasiliki Christou
Vasiliki Christou, Attorney at Law

Hong Kong� 109
Gabriela Kennedy, Karen H F Lee and Cheng Hau Yeo
Mayer Brown

Hungary� 118
Endre Várady and Eszter Kata Tamás
VJT & Partners Law Firm

India� 126
Stephen Mathias and Naqeeb Ahmed Kazia
Kochhar & Co

Indonesia� 133
Abadi Abi Tisnadisastra, Prihandana Suko Prasetyo Adi and  
Noor Prayoga Mokoginta
AKSET Law

Italy� 142
Paolo Balboni, Luca Bolognini, Antonio Landi and Davide Baldini
ICT Legal Consulting

Japan� 150
Akemi Suzuki and Tomohiro Sekiguchi
Nagashima Ohno & Tsunematsu

Malaysia� 159
Jillian Chia Yan Ping and Natalie Lim
SKRINE

Malta� 166
Terence Cassar, Ian Gauci and Bernice Saliba
GTG Advocates

Mexico� 174
Abraham Diaz and Gustavo A Alcocer
OLIVARES

Netherlands� 182
Inge de Laat and Margie Breugem
Rutgers Posch Visée Endedijk NV

© Law Business Research 2020



	 Contents

www.lexology.com/gtdt 3

New Zealand� 190
Derek Roth-Biester and Megan Pearce
Anderson Lloyd Lawyers

Portugal� 197
Helena Tapp Barroso and Tiago Félix da Costa
Morais Leitão, Galvão Teles, Soares da Silva & Associados

Romania� 206
Daniel Alexie, Cristina Crețu, Flavia Ștefura and Laura Dinu 
MPR Partners | Maravela, Popescu & Asociații

Russia� 214
Ksenia Andreeva, Anastasia Dergacheva, Anastasia Kiseleva, 
Vasilisa Strizh and Brian L Zimbler
Morgan Lewis

Serbia� 222
Bogdan Ivanišević and Milica Basta
BDK Advokati

Singapore� 229
Lim Chong Kin and Charis Seow
Drew & Napier LLC

South Korea� 243
Young-Hee Jo, Seungmin Jasmine Jung and Kwangbok Kim
LAB Partners

Sweden� 253
Henrik Nilsson
Wesslau Söderqvist Advokatbyrå

Switzerland� 261
Lukas Morscher and Leo Rusterholz
Lenz & Staehelin

Taiwan� 271
Yulan Kuo, Jane Wang, Brian Hsiang-Yang Hsieh and  
Ruby Ming-Chuang Wang
Formosa Transnational Attorneys at Law

Turkey� 278
Esin Çamlıbel, Beste Yıldızili Ergül and Naz Esen
Turunç

United Kingdom� 286
Aaron P Simpson, James Henderson and Jonathan Wright
Hunton Andrews Kurth LLP

United States� 296
Aaron P Simpson and Lisa J Sotto
Hunton Andrews Kurth LLP

© Law Business Research 2020



Data Protection & Privacy 2021296

United States
Aaron P Simpson and Lisa J Sotto
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LAW AND THE REGULATORY AUTHORITY

Legislative framework

1	 Summarise the legislative framework for the protection 
of personally identifiable information (PII). Does your 
jurisdiction have a dedicated data protection law? Is the data 
protection law in your jurisdiction based on any international 
instruments on privacy or data protection?

The United States’ legislative framework for the protection of PII histori-
cally has resembled a patchwork quilt. Unlike other jurisdictions, the 
US does not have a single dedicated data protection law at the federal 
level, but instead regulates privacy primarily by industry, on a sector-
by-sector basis. There are numerous sources of privacy law in the 
US, including laws and regulations developed at both the federal and 
state levels. These laws and regulations may be enforced by federal 
and state authorities, and many provide individuals with a private right 
to bring lawsuits against organisations they believe are violating the 
law. Starting in 2018, increased legislative activity at the state level 
signalled a shift in focus toward more broad-based consumer privacy 
legislation in the United States. California became the first state to enact 
such legislation with the passage of the California Consumer Privacy 
Act (CCPA), a broad privacy law inspired in part by the General Data 
Protection Regulation (GDPR) in the European Union that is aimed at 
protecting personal information of consumers across industries. Since 
then, numerous other states have proposed similarly broad privacy 
legislation, while multiple comprehensive privacy bills have been intro-
duced at the federal level in the US Congress.

Data protection authority

2	 Which authority is responsible for overseeing the data 
protection law? Describe the investigative powers of the 
authority.

There is no single regulatory authority dedicated to overseeing data 
protection law in the US. At the federal level, the regulatory authority 
responsible for oversight depends on the law or regulation in question. 
In the financial services context, for example, the Consumer Financial 
Protection Bureau and various financial services regulators (as well 
as state insurance regulators) have adopted standards pursuant to the 
Gramm-Leach-Bliley Act (GLB) that dictate how firms subject to their 
regulation may collect, use and disclose non-public personal informa-
tion. Similarly, in the healthcare context, the Department of Health and 
Human Services is responsible for enforcement of the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA).

Outside of the regulated industries context, the Federal Trade 
Commission (FTC) is the primary federal privacy regulator in the US. 
Section 5 of the FTC Act, which is a general consumer protection law that 
prohibits ‘unfair or deceptive acts or practices in or affecting commerce’, 

is the FTC’s primary enforcement tool in the privacy arena. The FTC has 
used its authority under section 5 to bring numerous privacy enforce-
ment actions for a wide range of alleged violations by entities whose 
information practices have been deemed ‘deceptive’ or ‘unfair’. Although 
section 5 does not give the FTC fining authority, it does enable it to bring 
enforcement actions against alleged violators, and these enforcement 
actions typically have resulted in consent decrees that prohibit the 
company from future misconduct and often require audits biennially for 
up to 20 years. Under section 5, the FTC is able to fine businesses that 
have violated a consent order.

At the state level, attorneys general also have the ability to bring 
enforcement actions for unfair or deceptive trade practices, or to enforce 
violations of specific state privacy laws. The California attorney general, 
for example, will be empowered to enforce violations of the CCPA. Some 
state privacy laws allow affected individuals to bring lawsuits to enforce 
violations of the law 

Cooperation with other data protection authorities

3	 Are there legal obligations on the data protection authority to 
cooperate with other data protection authorities, or is there a 
mechanism to resolve different approaches?

There are no regulations or structures that require the various federal 
and state data protection authorities to cooperate with one another. In 
the event of a data breach, however, many state attorneys general set 
up multistate task forces to pool resources, investigate the companies 
that experienced the breach, and reach a settlement or collectively liti-
gate against the company. The resolutions often require companies to 
improve their information security programmes and obtain third-party 
assessments of their programmes.

Breaches of data protection

4	 Can breaches of data protection law lead to administrative 
sanctions or orders, or criminal penalties? How would such 
breaches be handled?

In general, violations of federal and state privacy laws lead to civil, not 
criminal, penalties. The main exceptions are the laws directed at surveil-
lance activities and computer crimes. Violations of the federal Electronic 
Communications Privacy Act (which is composed of the Wiretap Act, the 
Stored Communications Act and the Pen Register Act) or the Computer 
Fraud and Abuse Act can lead to criminal sanctions and civil liability. 
In addition, many states have enacted surveillance laws that include 
criminal sanctions, in addition to civil liability, for violations. 

Outside of the surveillance context, the US Department of Justice is 
authorised to criminally prosecute serious HIPAA violations. In circum-
stances where an individual knowingly violates restrictions on obtaining 
and disclosing legally cognisable health information, the Department of 
Justice may pursue criminal sanctions
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SCOPE

Exempt sectors and institutions

5	 Does the data protection law cover all sectors and types of 
organisation or are some areas of activity outside its scope?

There is no single regulatory authority dedicated to overseeing data 
protection law in the United States. At the federal level, different privacy 
requirements apply to different industry sectors and data processing 
activities. These laws often are narrowly tailored and address specific 
data uses. For those entities not subject to industry-specific regulatory 
authority, the Federal Trade Commission (FTC) has broad enforcement 
authority at the federal level, and attorneys general at the state level, to 
bring enforcement action for unfair or deceptive trade practices in the 
privacy context.

Communications, marketing and surveillance laws

6	 Does the data protection law cover interception of 
communications, electronic marketing or monitoring and 
surveillance of individuals? If not, list other relevant laws in 
this regard.

Interception of communications is regulated primarily at the federal 
level by the Electronic Communications Privacy Act, which is composed 
of the Wiretap Act, the Stored Communications Act and the Pen Register 
Act. The federal Computer Fraud and Abuse Act also prohibits certain 
surveillance activities, but is focused primarily on restricting other 
computer-related activities pertaining to hacking and computer trespass. 
At the state level, most states have laws that regulate the interception 
of communications.

There are only a handful of laws that specifically target the 
practice of electronic marketing and the relevant laws are specific to 
the marketing channel in question. Commercial email is regulated 
at the federal level by the Controlling the Assault of Non-Solicited 
Pornography and Marketing Act of 2003 (CAN-SPAM). There are also 
state laws regulating commercial email, but these laws are generally 
pre-empted by CAN-SPAM. Telemarketing is regulated at the federal 
level by the Telephone Consumer Protection Act of 1991 (TCPA) and the 
Telemarketing and Consumer Fraud and Abuse Prevention Act, as well 
as regulations implemented by the FTC and the Federal Communications 
Commission (FCC). There are also state laws regulating telemarketing 
activities. Text message marketing is regulated primarily by the TCPA 
and regulations implemented by the FCC. Fax marketing is regulated 
by the TCPA, as amended by the Junk Fax Prevention Act of 2005, and 
state laws. 

Other laws

7	 Identify any further laws or regulations that provide specific 
data protection rules for related areas.

In addition to the laws set forth above, there are numerous other federal 
and state laws that address privacy issues, including state information 
security laws and laws that apply to:
•	 consumer report information: Fair Credit Reporting Act and the Fair 

and Accurate Credit Transactions Act of 2003;
•	 children’s information: Children’s Online Privacy Protection Act;
•	 driver’s information: Driver’s Privacy Protection Act of 1994;
•	 video rental records: Video Privacy Protection Act; and
•	 federal government activities: Privacy Act of 1974.
 
The Cybersecurity Information Sharing Act (CISA) authorises entities to 
engage in certain cybersecurity monitoring, defence practices and infor-
mation-sharing activities for purposes of protecting against cybersecurity 

threats. To help companies secure their information and systems, CISA 
provides businesses with certain liability protections in connection 
with monitoring information systems for cybersecurity purposes, 
implementing cybersecurity defensive measures, and sharing cyber 
intelligence with other private entities and federal government agencies.

In 2018, the California legislature enacted the California Consumer 
Privacy Act (CCPA), which became effective on 1 January 2020. The Act 
applies to any for-profit business that:
•	 does business in California;
•	 collects consumers’ personal information (or on whose behalf such 

information is collected);
•	 alone, or jointly with others, determines the purposes and means of 

the processing of consumers’ personal information; and
•	 satisfies certain revenue thresholds or collects the personal infor-

mation of 50,000 or more consumers, households or devices.
 
The CCPA defines ‘personal information’ broadly and contains provi-
sions granting California consumers certain rights with respect to their 
personal information. This new legislation in California has helped set 
the stage for a number of similar proposed laws currently pending in 
various state legislatures across the US, as well as a possible federal 
data privacy law.

PII formats

8	 What forms of PII are covered by the law?

The US does not have a dedicated data protection law. Thus, the defini-
tion of personally identifiable information (PII) varies depending on the 
underlying law or regulation. In the state security breach notification 
law context, for example, the definition of PII generally includes an indi-
vidual’s name plus his or her social security number, driver’s licence 
number, or financial account number. Some states broaden the definition 
of PII under the data breach notification laws to include elements such as 
medical information, insurance information, biometrics, email addresses 
and passwords to online accounts. In other contexts, such as FTC 
enforcement actions, Gramm-Leach-Bliley Act or the Health Insurance 
Portability and Accountability Act of 1996, the definition of PII is much 
broader. Although certain laws apply only to electronic PII, many cover 
PII in any medium, including hard copy records.

The CCPA contains a broad definition of PII that includes any ‘infor-
mation that identifies, relates to, describes, is reasonably capable of 
being associated with or could reasonably be linked, directly or indi-
rectly, with a particular consumer or household’.

Extraterritoriality

9	 Is the reach of the law limited to PII owners and processors of 
PII established or operating in the jurisdiction?

As a general matter, the reach of US privacy laws is limited to organi-
sations that are subject to the jurisdiction of US courts as constrained 
by constitutional due process considerations. Determinations regarding 
such jurisdiction are highly fact-specific and depend on the details of an 
organisation’s contacts with the US.

Covered uses of PII

10	 Is all processing or use of PII covered? Is a distinction made 
between those who control or own PII and those who provide 
PII processing services to owners? Do owners’, controllers’ 
and processors’ duties differ?

Generally, US privacy laws apply to all processing of PII. There are no 
formal designations of ‘controllers’ and ‘processors’ under US law as 
there are in the laws of other jurisdictions. There are, however, specific 
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laws that set forth different obligations based on whether an organisa-
tion would be considered a data owner or a service provider. The most 
prominent example of this distinction is found in the US state breach 
notification laws. Pursuant to these laws, it is generally the case that 
the owner of the PII is responsible for notifying affected individuals of a 
breach, whereas a service provider is responsible for informing the data 
owner that it has suffered a breach affecting the data owner’s data. Once 
a data owner has been notified of a breach by a service provider, the data 
owner, not the service provider, then must notify affected individuals.

The CCPA has adopted a concept quite similar to the controller 
concept under the General Data Protection Regulation, in that busi-
nesses directly subject to the law are defined to mean those entities 
who determine the purposes and means of the processing of consumers' 
personal Information.

LEGITIMATE PROCESSING OF PII

Legitimate processing – grounds

11	 Does the law require that the holding of PII be legitimised 
on specific grounds, for example to meet the owner’s legal 
obligations or if the individual has provided consent?

US privacy laws generally do not limit the retention of personally identifi-
able information (PII) to certain specified grounds. There are, however, 
laws that may indirectly affect an organisation’s ability to retain PII. For 
example, organisations that are collecting personal information online 
from California residents must comply with the California Online Privacy 
Protection Act. Pursuant to this law, and general consumer expectations 
in the US, the organisation must provide a privacy notice detailing the 
PII the company collects and how it is used. If the organisation uses the 
PII in materially different ways than those set forth in the privacy notice 
without providing notice and obtaining consent for such uses from the 
relevant consumers, these uses would likely be considered a deceptive 
trade practice under federal and state unfair competition laws. Similar 
laws are in place in Delaware and Nevada.

Legitimate processing – types of PII

12	 Does the law impose more stringent rules for specific types of 
PII?

Since the United States does not have a dedicated data protection law, 
there is no singular concept of ‘sensitive data’ that is subject to height-
ened standards. There are, however, certain types of information that 
generally are subject to more stringent rules, which are described below.

 
Sensitive data in the security breach notification context
To the extent an organisation maintains individuals’ names plus their 
social security numbers, driver’s licence numbers or financial account 
numbers, notification generally is required under state and federal 
breach notification laws to the extent the information has been acquired 
or accessed by an unauthorised third party. Some states include addi-
tional data elements that could trigger breach notification. These include 
medical information, insurance information, biometrics, email addresses, 
and passwords to online accounts.

 
Consumer report information
The Fair Credit Reporting Act (FCRA) seeks to protect the confidentiality of 
information bearing on the creditworthiness and standing of consumers. 
The FCRA limits the permissible purposes for which reports that contain 
such information (known as consumer reports) may be disseminated, 
and consumer reporting agencies must verify that anyone requesting 
a consumer report has a permissible purpose for receiving the report.

Background screening information
Many sources of information used in background checks are considered 
public records in the US, including criminal, civil court, bankruptcy, tax 
lien, professional licensing, workers’ compensation and driving records. 
The FCRA imposes restrictions on the inclusion of certain public 
records in background screening reports when performed by consumer 
reporting agencies. Employers also can investigate job applicants and 
employees using internet search engines, but they must comply with 
their legal obligations under various labour and employment laws to 
the extent such laws restrict the use of the information. For instance, 
consideration of factors such as age, race, religion, disability, or political 
or union affiliation in making employment decisions can be the basis for 
a claim of unlawful discrimination under federal or state law.

 
Health information
Health Insurance Portability and Accountability Act of 1996 (HIPAA) 
specifies permissible uses and disclosures of protected health infor-
mation (PHI), mandates that HIPAA-covered entities provide individuals 
with a privacy notice and other rights, regulates covered entities’ use of 
service providers (known as business associates), and sets forth exten-
sive information security safeguards relevant to electronic PHI.

 
Children’s information
Children’s Online Privacy Protection Act (COPPA) imposes extensive 
obligations on organisations that collect personal information from 
children under 13 years of age online. COPPA’s purpose is to provide 
parents and legal guardians greater control over the online collection, 
retention and disclosure of information about their children.

Under the Privacy Rights for California Minors in the Digital World 
law, California minors who are registered users of a website, online 
service or mobile application may seek the removal of content and infor-
mation that the minors have posted. A ‘minor’ is defined as a California 
resident under the age of 18.

The California Consumer Privacy Act of 2018 prohibits a business 
from selling a minor’s personal information unless:
•	 the consumer is between 13 and 16 years of age and has affirma-

tively authorised the sale (ie, they opt in); or
•	 the consumer is less than 13 years of age and the consumer’s 

parent or guardian has affirmatively authorised the sale.
 
Biometric information
Illinois, Texas and Washington have enacted biometric privacy laws that 
set forth requirements for businesses that collect and use biometric 
information for commercial purposes. These laws generally require that 
companies must provide notice to individuals and obtain their affirma-
tive consent before using their biometric identifiers for commercial 
purposes. The laws also require companies to implement security meas-
ures to protect the biometric information they maintain and to retain the 
biometric identifiers for no longer than necessary to comply with the 
law, protect against fraud, criminal activity, security threats or liability, 
or to provide the service for which the biometric identifier was collected.

 
State social security number laws
Numerous state laws impose obligations with respect to the processing 
of state social security numbers (SSNs). These laws generally prohibit:
•	 intentionally communicating SSNs to the general public;
•	 using SSNs on identity cards required for individuals to receive 

goods or services;
•	 requiring that SSNs be used in internet transactions, unless the 

transaction is secure or the SSN is encrypted or redacted;
•	 requiring an individual to use an SSN to access a website unless 

another authentication device is also used; and
•	 mailing materials with SSNs (subject to certain exceptions).
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A number of state laws also impose restrictions targeting specific 
SSN uses. 

DATA HANDLING RESPONSIBILITIES OF OWNERS OF PII

Notification

13	 Does the law require owners of PII to notify individuals whose 
PII they hold? What must the notice contain and when must it 
be provided?

For organisations not otherwise subject to specific regulation, the 
primary law requiring them to provide a privacy notice to consumers is 
California Online Privacy Protection Act. This law requires a notice when 
an organisation collects personal information from individuals in the 
online and mobile contexts. The law requires organisations to specify 
in the notice:
•	 the categories of personally identifiable information (PII) collected 

through the website;
•	 the categories of third-party persons or entities with whom the 

operator may share the PII;
•	 the process an individual must follow to review and request 

changes to any of his or her PII collected online, to the extent such 
a process exists;

•	 how the operator responds to web browser ‘do-not-track’ signals 
or similar mechanisms that permit individuals to exercise choice 
regarding the collection of their PII online over time and across 
third-party websites or online services, if the operator engages in 
such collection;

•	 whether third parties collect PII about individuals’ online activities 
over time and across different websites when an individual uses 
the operator’s website or online service;

•	 the process by which consumers who visit the website or online 
service are notified of material changes to the privacy notice for 
that website; and

•	 the privacy notice’s effective date.
 
Delaware and Nevada have also enacted laws that require operators 
of commercial internet services to provide similar information to their 
users when collecting PII online.

The California Consumer Privacy Act (CCPA) also imposes specific 
privacy notice disclosure requirements, which apply to personal infor-
mation collected both online and offline. For example, businesses must 
provide notice to consumers of their rights under the CCPA (eg, the right 
to opt out of the sale of personal information) and how to exercise those 
rights. The CCPA also requires a business to include the following in its 
privacy notice:
•	 a list of the categories of personal information collected about 

consumers in the preceding 12 months;
•	 the categories of sources from which the personal information was 

collected;
•	 the business or commercial purpose for collecting or selling the 

information;
•	 the categories of third parties with whom the personal information 

is shared; and
•	 lists of the categories of personal information sold and disclosed 

about consumers, if the business sells consumers’ personal infor-
mation or discloses it to third parties for a business purpose.

 
If the business sells personal information, it must provide a clear and 
conspicuous link on their website that says ‘Do not sell my personal 
information’ and provide consumers with a mechanism to opt out of the 
sale of their personal information, a decision the business must respect. 
Companies must update their notices at least once every 12 months. 

The CCPA also imposes a limited notice obligation in the employ-
ment context.

In addition to the California, Delaware and Nevada laws, there are 
other federal laws that require a privacy notice to be provided in certain 
circumstances, such as the following.

 
Children’s Online Privacy Protection Act
Pursuant to the Children’s Online Privacy Protection Rule of the Federal 
Trade Commission (FTC), implemented pursuant to Children’s Online 
Privacy Protection Act (COPPA), operators of websites or online services 
that are directed to children under 13 years old, or who knowingly collect 
information from children online, must provide a conspicuous privacy 
notice on their site. The notice must include statutorily prescribed 
information, such as the types of personal information collected, how 
the operator will use the personal information, how the operator may 
disclose the personal information to third parties, and details regarding 
a parent’s ability to review the information collected about a child and 
opt out of further information collection and use. In most cases, an 
operator that collects information from children online also must send 
a direct notice to parents that contains the information set forth above 
along with a statement that informs parents the operator intends to 
collect the personal information from their child. The operator also must 
obtain verifiable parental consent prior to collecting, using or disclosing 
personal information from children.

 
Fair Credit Reporting Act and Fair and Accurate Credit 
Transactions Act
The Fair Credit Reporting Act (FCRA), as amended by Fair and Accurate 
Credit Transactions Act of 2003 (FACTA), imposes several requirements 
on consumer reporting agencies to provide consumers with notices, 
including in the context of written disclosures made to consumers by 
a consumer reporting agency, identity theft, employment screening, 
pre-screened offers of credit or insurance, information sharing with 
affiliates, and adverse actions taken on the basis of a consumer report.

 
Gramm-Leach-Bliley Act
Financial institutions must provide an initial privacy notice to customers 
by the time the customer relationship is established. If the financial insti-
tution shares non-public personal information with non-affiliated third 
parties outside of an enumerated exception, the entity must provide 
each relevant customer with an opportunity to opt out of the informa-
tion sharing. Following this initial notice, financial institutions subject to 
Gramm-Leach-Bliley Act (GLB) must provide customers with an annual 
notice. The annual notice is a copy of the full privacy notice and must be 
provided to customers each year for as long as the customer relation-
ship persists. For ‘consumers’ (individuals that have obtained a financial 
product or service for personal, family or household purposes but do not 
have an ongoing, continuing relationship with the financial institution), a 
notice generally must be provided before the financial institution shares 
the individual’s non-public personal information with third parties outside 
of an enumerated exception. A GLB privacy notice must explain what 
non-public personal information is collected, the types of entities with 
whom the information is shared, how the information is used, and how 
it is protected. The notice also must indicate the consumer’s right to opt 
out of certain information sharing with non-affiliated parties. In 2009, the 
federal financial regulators responsible for enforcing privacy regulations 
implemented pursuant to GLB released model forms for financial institu-
tions to use when developing their privacy notices. Financial institutions 
that use the model form in a manner consistent with the regulators’ 
published instructions are deemed compliant with the regulation’s notice 
requirements. In 2011, the Dodd-Frank Wall Street Reform and Consumer 
Protection Act transferred GLB privacy notice rule-making authority from 
the financial regulatory agencies to the Consumer Financial Protection 
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Bureau (CFPB). The CFPB then restated the GLB implementing regula-
tions, including those pertaining to the model form, in Regulation P.

Health Insurance Portability and Accountability Act
The Privacy Rule promulgated pursuant to Health Insurance Portability 
and Accountability Act of 1996 (HIPAA) requires covered entities to 
provide individuals with a notice of privacy practices. The Rule imposes 
several content requirements, including:
•	 the covered entities’ permissible uses and disclosures of protected 

health information (PHI);
•	 the individual’s rights with respect to the PHI and how those rights 

may be exercised;
•	 a list of the covered entity’s statutorily prescribed duties with 

respect to the PHI; and
•	 contact information for the individual at the covered entity respon-

sible for addressing complaints regarding the handling of PHI. 

Exemption from notification

14	 When is notice not required?

Notice would not be required if a business is subject to specifically regu-
lated scenarios.

Control of use

15	 Must owners of PII offer individuals any degree of choice 
or control over the use of their information? In which 
circumstances?

In the regulated contexts discussed above, individuals are provided with 
limited choices regarding the use of their information. The choices are 
dependent upon the underlying law. Under GLB, for example, customers 
and consumers have a legal right to opt out of having their non-public 
personal information shared by a financial institution with third parties 
(outside an enumerated exception). Similarly, under the FCRA, as 
amended by FACTA, individuals have a right to opt out of having certain 
consumer report information shared by a consumer reporting agency 
with an affiliate, in addition to another opt-out opportunity prior to any 
use of a broader set of consumer report information by an affiliate for 
marketing reasons. Federal telemarketing laws and the Controlling the 
Assault of Non-Solicited Pornography and Marketing Act of 2003 Act 
give individuals the right to opt out of receiving certain types of commu-
nications, as do similar state laws.

In addition, California’s Shine the Light Law requires companies 
that collect personal information from residents of California generally 
to either provide such individuals with an opportunity to know which 
third parties the organisation shared California consumers’ personal 
information with for such third parties’ direct marketing purposes during 
the preceding calendar year or, alternatively, to give the individuals the 
right to opt out of such third-party sharing. This right is expanded in the 
CCPA, which provides that, upon request from a California consumer, an 
organisation must disclose:
•	 the categories and specific pieces of personal information the busi-

ness has collected about the consumer;
•	 the categories of sources from which the personal information 

is collected;
•	 the business or commercial purposes for collecting or selling 

personal information;
•	 the categories of third parties with whom the business shares 

personal information;
•	 if applicable, the categories of personal information about the 

consumer the business has disclosed for a business purpose and 
the categories of third parties to whom each category of personal 
information was disclosed; and

•	 if applicable, the categories of personal information about the 
consumer the business has sold and the categories of third parties 
to whom each category of personal information was sold.

Under the CCPA, a consumer also has the right to request that a busi-
ness delete any personal information about the consumer, which the 
business has collected from the consumer. The CCPA also provides 
consumers with the right to opt out of the sale of their personal 
information.

As the primary regulator of privacy issues in the US, the FTC peri-
odically issues guidance on pressing issues. In the FTC’s 2012 report 
entitled ‘Protecting Consumer Privacy in an Era of Rapid Change’, the 
FTC set forth guidance indicating that organisations should provide 
consumers with choices with regard to uses of personal information that 
are inconsistent with the context of the interaction through which the 
organisation obtained the personal information. In circumstances where 
the use of the information is consistent with the context of the transac-
tion, the FTC indicated that offering such choices is not necessary.

Data accuracy

16	 Does the law impose standards in relation to the quality, 
currency and accuracy of PII?

There is no law of general application in the US that imposes stand-
ards related to the quality, currency and accuracy of PII. There are laws, 
however, in specific contexts that contain standards intended to ensure 
the integrity of personal information maintained by an organisation. 
The FCRA, for example, requires users of consumer reports to provide 
consumers with notices if the user will be taking an adverse action 
against the consumer based on information contained in a consumer 
report. These adverse action notices must provide the consumer with 
information about the consumer’s right to obtain a copy of the consumer 
report used in making the adverse decision and to dispute the accuracy 
or completeness of the underlying consumer report. Similarly, pursuant 
to the HIPAA Security Rule, covered entities must ensure, among other 
things, the integrity of electronic PHI.

Amount and duration of data holding

17	 Does the law restrict the amount of PII that may be held or 
the length of time it may be held?

US privacy laws generally do not impose direct restrictions on an 
organisation’s retention of personal information. There are, however, 
thousands of records retention laws at the federal and state level that 
impose specific obligations on how long an organisation may (or must) 
retain records, many of which cover records that contain personal 
information.

Finality principle

18	 Are the purposes for which PII can be used by owners 
restricted? Has the ‘finality principle’ been adopted?

US privacy laws have not specifically adopted the finality principle. 
As a practical matter, organisations typically describe their uses of 
personal information collected from consumers in their privacy notices. 
To the extent an organisation uses the personal information it collects 
subject to such a privacy notice for materially different purposes than 
those set forth in the notice, it is likely that such a practice would be 
considered a deceptive trade practice under federal and state consumer 
protection laws.
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Use for new purposes

19	 If the finality principle has been adopted, how far does the 
law allow for PII to be used for new purposes? Are there 
exceptions or exclusions from the finality principle?

In the US, organisations must use the personal information they collect 
in a manner that is consistent with any privacy representations it has 
made in their privacy notices or otherwise. To the extent an organisation 
would like to use previously collected personal information for a materi-
ally different purpose, the FTC and state attorneys general would expect 
the organisation to first obtain opt-in consent from the consumer for 
such use. Where the privacy notice is required by a statute (eg, a notice 
to parents pursuant to COPPA), failure to handle the PII as described 
pursuant to such notice also may constitute a violation of the statute.

SECURITY

Security obligations

20	 What security obligations are imposed on PII owners and 
service providers that process PII on their behalf?

Similar to privacy regulation, there is no comprehensive federal infor-
mation security law in the US. Accordingly, the security obligations that 
are imposed on data owners and entities that process personally identi-
fiable information (PII) on their behalf depend on the regulatory context. 
These security obligations include:

 
Gramm-Leach-Bliley Act
The Safeguards Rule implemented pursuant to the Gramm-Leach-Bliley 
Act (GLB) requires financial institutions to ‘develop, implement, and 
maintain a comprehensive information security program’ that contains 
administrative, technical and physical safeguards designed to protect 
the security, confidentiality and integrity of customer information. The 
requirements of the Safeguards Rule apply to all non-public personal 
information in a financial institution’s possession, including information 
about the institution’s customers as well as customers of other financial 
institutions. Although the Safeguards Rule is not prescriptive in nature, 
it does set forth five key elements of a comprehensive information secu-
rity programme:
•	 designation of one or more employees to coordinate the programme;
•	 conducting risk assessments;
•	 implementation of safeguards to address risks identified in risk 

assessments;
•	 oversight of service providers; and
•	 evaluation and revision of the programme in light of material 

changes to the financial institution’s business.
 
Health Insurance Portability and Accountability Act
The Security Rule implemented pursuant to Health Insurance Portability 
and Accountability Act of 1996 (HIPAA), which applies to electronic 
protected health information (ePHI), sets forth specific steps that 
covered entities and their service providers must take to:
•	 ensure the confidentiality, integrity, and availability of ePHI;
•	 protect against any reasonably anticipated threats or hazards to 

the security or integrity of ePHI;
•	 protect against any reasonably anticipated uses or disclosures 

of ePHI; and
•	 ensure compliance with the Security Rule by the covered entity’s 

workforce.
 
Unlike other US information security laws, the Security Rule is highly 
prescriptive and sets forth detailed administrative, technical and phys-
ical safeguards.

State information security laws
Laws in several US states, including California, impose general infor-
mation security standards on organisations that maintain personal 
information. California’s law, for example, requires organisations that 
own or license personal information about California residents to imple-
ment and maintain reasonable security procedures and practices to 
protect the information from unauthorised access, destruction, use, 
modification or disclosure. In addition, organisations that disclose 
personal information to non-affiliated third parties must contractually 
require those entities to maintain reasonable security procedures.

 
Massachusetts Standards for the Protection of Personal 
Information
In 2008, Massachusetts issued regulations requiring any person 
who holds personal information about Massachusetts residents to 
develop and implement a comprehensive, written information security 
programme to protect the data. The regulations apply in the context of 
both consumer and employee information, and require the protection of 
personal data in both paper and electronic formats. Unlike the California 
law, the Massachusetts law contains certain specific data security 
standards, including required technical safeguards, on all private enti-
ties with Massachusetts consumers or employees.

 
New York SHIELD Act
In 2019, New York enacted the Stop Hacks and Improve Electronic Data 
Security Act (SHIELD Act), which amended the state’s existing data 
breach notification law to impose certain data security requirements on 
businesses that own or license computerised data that includes New 
York residents’ ‘private information.’ The SHIELD Act requires busi-
nesses to develop, implement, and maintain reasonable safeguards to 
protect the security, confidentiality, and integrity of the private informa-
tion including, but not limited to, the disposal of such data. A business 
can comply with the SHIELD Act’s ‘reasonable safeguards’ requirement 
by either being subject to and compliant with applicable federal or New 
York data security rules, regulations or statutes or implementing a data 
security program that includes reasonable administrative, technical and 
physical safeguards.

 
New York Department of Financial Services Cybersecurity 
Regulation
In 2017, the New York State Department of Financial Services (NYDFS) 
issued a regulation that establishes a robust set of cybersecurity 
requirements for financial services providers regulated by the NYDFS. 
The cybersecurity regulation applies to entities that operate under a 
NYDFS licence, registration or charter pursuant to New York banking, 
insurance or financial services law. The cybersecurity regulation 
requires such covered entities to maintain a comprehensive cyber-
security programme and implement certain processes and technical 
controls related to risk assessments, user access privileges, software 
security, system auditing and monitoring, data encryption, data disposal 
and retention, and cybersecurity incident response. In addition, the 
regulation assigns cybersecurity oversight responsibilities to senior 
officials and boards of directors and requires entities to report cyber-
security events to the NYDFS.

 
Nevada encryption law
Nevada law requires that organisations doing business in Nevada and 
that accept payment cards must comply with the Payment Card Industry 
Data Security Standard (PCI DSS). It requires that other organisa-
tions doing business in Nevada use encryption when transferring ‘any 
personal information through an electronic, non-voice transmission 
other than a facsimile to a person outside of the secure system of the 
data collector’, and moving ‘any data storage device containing personal 
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information beyond the logical or physical controls of the data collector 
or its data storage contractor’.

 
State social security number laws
Numerous state laws impose obligations with respect to the processing 
of state social security numbers (SSNs). These laws generally prohibit:
•	 intentionally communicating SSNs to the general public;
•	 using SSNs on ID cards required for individuals to receive goods 

or services;
•	 requiring that SSNs be used in internet transactions unless the 

transaction is secure or the SSN is encrypted or redacted;
•	 requiring an individual to use an SSN to access a website unless 

another authentication device is also used; and
•	 mailing materials with SSNs (subject to certain exceptions).
 
A number of state laws also impose restrictions targeting 
specific SSN uses.

 
Key industry and government standards
There are several key industry standards in the area of information 
security. The PCI DSS applies to all entities that process credit or debit 
cards. It obligates covered entities to comply with prescriptive informa-
tion security requirements, which include:
•	 installing and maintaining a firewall configuration to protect card-

holder data;
•	 encrypting transmission of cardholder data across public networks;
•	 protecting systems against malware and regularly updating anti-

virus software or programs; and
•	 restricting physical access to cardholder data.
 
Entities subject to the PCI DSS are required to validate their compliance 
on an annual basis. The specific requirements necessary to certify compli-
ance depend on the type of entity involved in the processing of payment 
cards and the number of payment cards processed by the covered entity 
pursuant to each payment card brand’s compliance validation programme.

The National Institute of Standards and Technology (NIST), which 
is part of the US Department of Commerce, has produced various publi-
cations and guidance on a host of information security topics that are 
intended to help businesses. The most significant of the NIST security 
publications is the NIST Cybersecurity Framework. This is a flexible 
document that gives users the discretion to decide which aspects of 
network security to prioritise, what level of security to adopt and which 
standards, if any, to apply. Other guidance documents address methods 
of media sanitisation, conducting risk assessments, security consid-
erations in the information system development life cycle and storage 
encryption for end user devices.

In addition, the International Organization for Standardization (ISO) 
is a non-governmental organisation composed of the national stand-
ards institutes of 161 countries. The ISO sets international standards 
across a range of industries. In the area of information security, the 
ISO has promulgated two important standards: 27001 and 17799/27002. 
ISO 27001 provides a ‘process approach for establishing, implementing, 
operating, monitoring, reviewing, maintaining and improving an infor-
mation security management system’. It is a flexible standard, and users 
are encouraged to:
•	 understand their information security requirements and the need 

to establish policy objectives for information;
•	 implement controls to manage information security risks in the 

context of the organisation’s overall business risks;
•	 monitor and review the performance and effectiveness of the 

Information Security Management System; and
•	 continually improve the Information Security Management System 

based on objective measurement.

Notification of data breach

21	 Does the law include (general or sector-specific) obligations 
to notify the supervisory authority or individuals of data 
breaches? If breach notification is not required by law, is it 
recommended by the supervisory authority?

There are no breach notification laws of general application at the 
federal level. There are, however, numerous targeted breach notifica-
tion laws at both the state and federal level, including:

 
State breach laws
At present, all 50 states, the District of Columbia, the US Virgin Islands, 
Guam and Puerto Rico have enacted breach notification laws that 
require data owners to notify affected individuals in the event of unau-
thorised access to or acquisition of personal information, as that term is 
defined in each law. In addition to notification of individuals, a majority 
of the state laws also require notice to a state regulator in the event of a 
breach, typically the state attorney general. Although most state breach 
laws require notification only if there is a reasonable likelihood that the 
breach will result in harm to affected individuals, a number of jurisdic-
tions do not employ such a harm threshold and require notification of 
any incident that meets their definition of a breach.

 
Federal interagency guidance
Several federal banking regulators issued the Interagency Guidance on 
Response Programs for Unauthorised Access to Customer Information 
and Customer Notice. Entities regulated by the Office of the Comptroller 
of the Currency, the Federal Reserve Board, the Federal Deposit 
Insurance Corporation and the Office of Thrift Supervision are subject 
to the Interagency Guidance. The Interagency Guidance sets forth 
that subject financial institutions develop and implement a response 
programme to address incidents of unauthorised access to customer 
information processed in systems the institutions or their service 
providers use to access, collect, store, use, transmit, protect, or dispose 
of the information. In addition, the Interagency Guidance contains three 
key breach notification requirements. First, when a financial institu-
tion becomes aware of an incident involving unauthorised access to or 
use of sensitive customer information, the institution must promptly 
notify its primary federal regulator. Second, the institution must notify 
appropriate law enforcement authorities in situations involving federal 
criminal violations requiring immediate attention. Third, the institution 
also must notify relevant customers of the incident if the institution’s 
investigation determines that misuse of sensitive customer informa-
tion has occurred or is reasonably possible. In this context, ‘sensitive 
customer information’ means a customer’s name, address, or telephone 
number in conjunction with the customer’s SSN, driver’s licence number, 
account number, credit or debit card number, or a PIN or password 
that would permit access to the customer’s account. Any combination 
of these data elements that would allow an unauthorised individual to 
access the customer’s account also would constitute sensitive customer 
information.

 
Health Information Technology for Economic and Clinical Health 
Act
The information security breach provisions in the Health Information 
Technology for Economic and Clinical Health Act (HITECH Act) apply 
in the healthcare context, governing both HIPAA-covered entities and 
non-HIPAA covered entities. The HITECH Act and the breach-related 
provisions of the Department of Health and Human Services regulations 
implementing the Act require HIPAA-covered entities that experience an 
information security breach to notify affected individuals, and service 
providers of HIPAA-covered entities to notify the HIPAA-covered entity 
following the discovery of a breach. Unlike the state breach notification 
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laws, the obligation to notify as a result of an information security 
breach under the HITECH Act falls on any HIPAA covered entity that 
‘accesses, maintains, retains, modifies, records, stores, destroys, or 
otherwise holds, uses, or discloses unsecured [personal health infor-
mation (PHI)]’. Any HIPAA-covered entity that processes unsecured PHI 
must notify affected individuals in the event of a breach, whether the 
covered entity owns the data or not.

INTERNAL CONTROLS

Data protection officer

22	 Is the appointment of a data protection officer mandatory? 
What are the data protection officer’s legal responsibilities?

No, the appointment of a data protection officer is not mandatory under 
the privacy rules of general application. Many organisations in the US 
appoint a chief privacy officer (CPO), but his or her responsibilities 
are dictated by business need rather than legal requirements. Certain 
sector-specific laws do require the appointment of a CPO. For example, 
Health Insurance Portability and Accountability Act of 1996 (HIPAA) 
requires the appointment of a privacy official who is responsible for the 
development and implementation of the policies and procedures of the 
entity. In addition, several federal and state laws require that a chief 
information security officer or an equivalent be appointed. These laws 
include the Gramm-Leach-Bliley Act (GLB), HIPAA and the New York 
State Department of Financial Services’ Cybersecurity Regulations.

Record keeping

23	 Are owners or processors of PII required to maintain 
any internal records or establish internal processes or 
documentation?

There are currently no legal requirements of general application that 
obligate owners of personally identifiable information (PII) to maintain 
internal records or establish internal processes or documentation. There 
are several statutory frameworks in the US that require organisations 
to develop an information security programme, which typically must 
contain internal processes and documentation. These include require-
ments imposed by GLB, HIPAA and state information security laws.

New processing regulations

24	 Are there any obligations in relation to new processing 
operations?

Generally, there are no legal obligations in relation to new processing 
operations, such as to apply a privacy-by-design approach or carry out 
privacy impact assessments. Applicable to US federal agencies only, 
the E-Government Act of 2002 requires the completion and publica-
tion of privacy impact assessments when the agency engages in a new 
collection of, or applies new technologies to, personally identifiable 
information. The Federal Trade Commission issued a report, however, 
that recommends that companies consider privacy-by-design prin-
ciples during all stages of the design and development of products 
and services.

REGISTRATION AND NOTIFICATION

Registration

25	 Are PII owners or processors of PII required to register with 
the supervisory authority? Are there any exemptions?

There are no registration requirements for data processing activities 
in the US.

Formalities

26	 What are the formalities for registration?

There are no registration requirements for data processing activities 
in the US.

Penalties

27	 What are the penalties for a PII owner or processor of PII for 
failure to make or maintain an entry on the register?

There are no registration requirements for data processing activities 
in the US.

Refusal of registration

28	 On what grounds may the supervisory authority refuse to 
allow an entry on the register?

There are no registration requirements for data processing activities 
in the US.

Public access

29	 Is the register publicly available? How can it be accessed?

There are no registration requirements for data processing activities 
in the US.

Effect of registration

30	 Does an entry on the register have any specific legal effect?

There are no registration requirements for data processing activities 
in the US.

Other transparency duties

31	 Are there any other public transparency duties?

There are no other public transparency duties.

TRANSFER AND DISCLOSURE OF PII

Transfer of PII

32	 How does the law regulate the transfer of PII to entities that 
provide outsourced processing services?

As a general matter, organisations address privacy and information secu-
rity concerns in their agreements with service providers that will provide 
outsourced processing services. There are no laws of general application 
in the US that impose requirements on data owners with respect to their 
service providers. There are, however, specific laws that address this 
issue, such as the following.

 
Health Insurance Portability and Accountability Act
Through the Privacy and Security Rules, Health Insurance Portability 
and Accountability Act of 1996 (HIPAA) imposes significant restrictions on 
the disclosure of PHI. The regulations require covered entities to enter 
into business associate agreements containing statutorily mandated 
language before PHI may be disclosed to a service provider.

 
Gramm-Leach-Bliley Act
In accordance with the Privacy Rule enacted pursuant to Gramm-Leach-
Bliley Act (GLB), prior to disclosing consumer non-public personal 
information to a service provider, a financial institution must enter into a 
contract with the service provider prohibiting the service provider from 
disclosing or using the information other than to carry out the purposes 
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for which the information was disclosed. Under the Safeguards Rule 
enacted pursuant to GLB, prior to allowing a service provider access to 
customer personal information, the financial institution must take reason-
able steps to ensure that the service provider is capable of maintaining 
appropriate safeguards, and require the service provider by contract to 
implement and maintain such safeguards.

 
State information security laws
A number of states impose a general information security standard on 
businesses that maintain personal information. These states have laws 
requiring companies to implement reasonable information security meas-
ures. California law and Massachusetts law require organisations that 
disclose personal information to service providers to include contractual 
obligations that those entities maintain reasonable security procedures. 
The California Consumer Privacy Act (CCPA) prescribes additional content 
to be included in contracts with service providers.

Restrictions on disclosure

33	 Describe any specific restrictions on the disclosure of PII to 
other recipients.

A wide variety of laws contain disclosure restrictions targeted to specific 
forms of personally identifiable information (PII). For example, HIPAA and 
GLB impose limitations on certain disclosures, such as requirements 
for consent and for contracts with certain types of recipients. The CCPA 
provides rights to consumers with respect to a business's ability to sell 
their personal information to certain types of third parties.

Cross-border transfer

34	 Is the transfer of PII outside the jurisdiction restricted?

US privacy laws do not impose restrictions on cross-border data transfers.

Notification of cross-border transfer

35	 Does cross-border transfer of PII require notification to or 
authorisation from a supervisory authority?

US privacy laws do not impose restrictions on cross-border data transfers.

Further transfer

36	 If transfers outside the jurisdiction are subject to restriction 
or authorisation, do these apply equally to transfers to service 
providers and onwards transfers?

US privacy laws do not impose restrictions on cross-border data transfers.

RIGHTS OF INDIVIDUALS

Access

37	 Do individuals have the right to access their personal 
information held by PII owners? Describe how this right can be 
exercised as well as any limitations to this right.

There are no laws of general application in the United States that provide 
individuals with a right to access the personal information about them 
that is held by an organisation. There are specific laws that address 
access rights, such as the following.

Health Insurance Portability and Accountability Act
Under the Privacy Rule enacted pursuant to Health Insurance 
Portability and Accountability Act of 1996, an individual has a right to 
access protected health information (PHI) about the individual that is 
maintained by the covered entity unless the covered entity has a valid 

reason for denying the individual such access. Valid reasons can include 
the fact that the PHI is subject to restricted access under other laws, or 
that access to the PHI is reasonably likely to cause substantial harm to 
another person. A covered entity must provide the requested access to 
the PHI within 30 days of the request and must explain the justification 
for any denial of access.

 
California’s Shine the Light Law
Under this law, organisations that collect personal information from 
California residents generally must either:
1	 provide such individuals with an opportunity to know which third 

parties the organisation shared California consumers’ personal 
information with for such third parties’ direct marketing purposes 
during the prior calendar year; or

2	 allow such individuals the right to opt out of most third-
party sharing.

 
If an organisation implements option (1), it must provide California 
residents with a postal address, email address or toll-free telephone 
or fax number that California residents may contact to obtain the list of 
relevant third parties. Organisations are required to respond only to a 
single request per California resident per calendar year.

 
California Consumer Privacy Act
Under this law, California consumers have a right to request informa-
tion about the personally identifiable information (PII) organisations 
collected, shared and sold within the past 12 months. Specifically, a 
consumer has a right to request that an organisation disclose:
1	 the categories of PII the organisation has collected about 

that consumer;
2	 the categories of sources from which the PII is collected;
3	 the business or commercial purpose for collecting or selling PII;
4	 the categories of third parties with whom the organisation 

shares PII;
5	 the specific pieces of PII it has collected about that consumer;
6	 the categories of PII it has sold about the consumer and the catego-

ries of third parties to whom the PII was sold; and
7	 the categories of PII that the organisation disclosed for a business 

purpose and the categories of third parties to whom the PII was 
disclosed for a business purpose.

 
The California Consumer Privacy Act (CCPA) also provides that an 
organisation's response to an access request must be delivered in a 
readily useable format that allows the consumer to transmit this infor-
mation from one entity to another entity without hindrance.

Other rights

38	 Do individuals have other substantive rights?

The CCPA provides consumers with the right to delete the personal infor-
mation that the business has collected about the consumer and direct 
any service providers to delete the consumer’s personal information. 
There are several enumerated exceptions to this deletion requirement, 
such as if it is necessary to maintain the consumer’s personal infor-
mation to complete the transaction for which the personal information 
was collected or to protect against malicious, deceptive, fraudulent or 
illegal activity.

In addition, some sector-specific laws provide other substantive 
rights. For example, the Privacy Rule of the Health Insurance Portability 
and Accountability Act of 1996 provides individuals with the right to 
amend their PHI. If an individual requests that a covered entity amend 
the individual’s PHI, the covered entity must do so within 60 days of 
the request and must explain any reasons for denying the request. The 
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Children’s Online Privacy Protection Act allows parents or legal guard-
ians to revoke their consent and refuse the further use or collection of 
personal information from their child. This law also allows parents or 
guardians to request deletion of their child's personal information. The 
Fair Credit Reporting Act (FCRA) provides individuals with the right to 
dispute and demand correction of information about them that is held 
by consumer reporting agencies.

Compensation

39	 Are individuals entitled to monetary damages or 
compensation if they are affected by breaches of the law? Is 
actual damage required or is injury to feelings sufficient?

Individuals are entitled to monetary damages for wrongful acts under 
common law and pursuant to most statutes that provide for a private 
right of action. Consumers often bring class action lawsuits against 
organisations as a result of alleged privacy violations, such as statutory 
violations or other wrongful acts that affect them, such as information 
security breaches. In security breach cases, consumers often allege that 
the organisation was negligent in securing the consumers’ personal 
information, and that such negligence led to the security breach. As a 
general matter, consumers would need to establish that they suffered 
actual damages as a direct result of the organisation’s negligence in 
order to succeed on their claim.

In the regulatory context, the ability to obtain monetary damages or 
compensation depends entirely on the statute in question. Under section 
5 of the Federal Trade Commission Act (FTC Act), for example, equitable 
relief is available first but then monetary penalties could reach $41,484 
per violation for a breach of a consent order. Pursuant to the FCRA, in 
the event an organisation is wilfully non-compliant with the law, the Act 
provides for the recovery by aggrieved individuals of actual damages 
sustained or damages of ‘not less than $100 and not more than $1,000’ 
per violation, plus punitive damages, attorneys’ fees and court costs. 
Negligent non-compliance may result in liability for actual damages as 
well as costs and attorneys’ fees. Other laws, such as section 5 of the 
FTC Act, provide no private right of action to individuals and instead can 
be enforced solely by the regulator.

Enforcement

40	 Are these rights exercisable through the judicial system or 
enforced by the supervisory authority or both?

To the extent an individual obtains monetary relief as a result of illegal 
activity by an organisation, that relief will be obtained primarily through 
the judicial system. Typically, the civil penalties imposed by regula-
tors are not paid directly to aggrieved individuals. There are, however, 
exceptions to this rule. For example, under the FCRA, organisations 
that settle claims with regulators can be asked to provide funds for 
consumer redress.

EXEMPTIONS, DEROGATIONS AND RESTRICTIONS

Further exemptions and restrictions

41	 Does the law include any derogations, exclusions or 
limitations other than those already described? Describe the 
relevant provisions.

There is no law of general application regarding privacy and informa-
tion security in the United States, and thus there are no derogations, 
exclusions or limitations of general application as there are in other 
jurisdictions. Cybersecurity Information Sharing Act (CISA) provides 
companies with liability protection for cybersecurity monitoring and 
defence practices. For example, CISA pre-empts state law and grants 

liability protection to companies against any cause of action in any court 
for the monitoring of an information system and information to the 
extent the monitoring is conducted for cyber-security purposes deline-
ated under the CISA.

SUPERVISION

Judicial review

42	 Can PII owners appeal against orders of the supervisory 
authority to the courts?

The ability of an organisation to appeal orders of a supervisory authority 
is highly contextual. In the Federal Trade Commission (FTC) context, an 
order is the result of an administrative proceeding before an FTC admin-
istrative law judge and the full FTC on review. An order issued by the 
FTC as a result of this process can be appealed directly to a federal 
court of appeals, where the FTC’s order would be entitled to some defer-
ence on review.

SPECIFIC DATA PROCESSING

Internet use

43	 Describe any rules on the use of ‘cookies’ or equivalent 
technology.

There have been numerous legislative efforts aimed at providing formal 
regulation for the use of cookies, particularly in the behavioural adver-
tising context. To date, none of those legislative efforts has succeeded. 
The Federal Trade Commission (FTC) has issued a substantial amount 
of guidance in the area of online behavioural advertising, and industry 
has responded with a series of self-regulatory frameworks. Although 
not focused directly on cookies, there have been a number of civil 
actions brought by individuals and regulatory enforcement actions 
brought by the FTC for practices that depend on the use of cookies, 
but the allegations tend to focus on laws of more general application, 
such as surveillance laws and section 5 of the FTC Act. At the state 
level, California law requires website operators to disclose how the 
operator responds to internet browser ‘do not track’ signals or other 
mechanisms that provide consumers with the ability to exercise choice 
regarding the collection of personal information about an individual 
consumer’s online activities over time and across third-party website or 
online services, if the operator engages in that collection. In addition, the 
California Consumer Privacy Act affords consumers certain rights with 
respect to the sale of their data, which could bear impact on the use of 
third-party cookies in many circumstances.

Electronic communications marketing

44	 Describe any rules on marketing by email, fax or telephone.

There are only a handful of laws that specifically target the practice of 
electronic marketing and the relevant laws are specific to the marketing 
channel in question. Commercial email is regulated at the federal level by 
the Controlling the Assault of Non-Solicited Pornography and Marketing 
Act of 2003 (CAN-SPAM). There are also state laws regulating commer-
cial email, but these laws are generally pre-empted by CAN-SPAM. 
Telemarketing is regulated at the federal level by the Telephone 
Consumer Protection Act of 1991 (TCPA) and the Telemarketing and 
Consumer Fraud and Abuse Prevention Act, as well as regulations 
implemented by the FTC and the Federal Communications Commission 
(FCC). There are also state laws regulating telemarketing activities. Text 
message marketing is regulated primarily by the TCPA and regulations 
implemented by the FCC. Fax marketing is regulated by the TCPA, as 
amended by the Junk Fax Prevention Act of 2005, and state laws.
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Cloud services

45	 Describe any rules or regulator guidance on the use of cloud 
computing services.

The National Institute of Standards and Technology has issued guide-
lines on security and privacy in cloud computing that are directed at 
federal departments and agencies. The guidelines state that the cloud 
computing solution should be able to meet the specific privacy and 
security needs of the department or agency, and departments and agen-
cies should remain accountable for the security and privacy of any data 
and applications maintained in the cloud. In addition, the Department of 
Health and Human Services has issued guidance on Health Insurance 
Portability and Accountability Act of 1996 and cloud computing, clari-
fying that covered entities and business associates must enter into 
business associate agreements with cloud service providers that store 
or process electronic PHI before storing records containing electronic 
PHI in a cloud computing facility.

UPDATE AND TRENDS

Key developments of the past year

46	 Are there any emerging trends or hot topics in international 
data protection in your jurisdiction?

In 2018, the California legislature enacted the ground-breaking California 
Consumer Privacy Act (CCPA), which signalled a dramatic shift in the 
data privacy regime in the United States. With a compliance deadline 
in 2020, the CCPA grants consumers a number of new privacy rights. 
For example, a consumer has the right, subject to certain exceptions, to:
•	 request that an organisation provide the consumer with access to 

and certain details about her personal information;
•	 request that an organisation delete any personal information 

about the consumer which the organisation has collected from the 
consumer; and

•	 direct an organisation not to sell the consumer’s personal 
information.

 
As such, the CCPA requires covered entities to make significant changes 
to their privacy programs with respect to how they collect, use and 
disclose personal information. Since 2018, a number of legislative 
proposals seeking to clarify and amend the CCPA have been introduced. 
Many of these proposed amendments are pending in the California 
legislature.

Given California’s significant economic impact, and the fact that the 
CCPA is the most prescriptive general privacy law in the United States, 
the law has helped set the stage for a number of similarly-focused 
proposed laws currently pending in state legislatures, as well as a 
possible federal data privacy law.

Whether a federal law will pre-empt state laws such as the CCPA 
also is a topic of debate and disagreement.
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